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Abstract

Softwae product-linesview systemsas compositionof
featules. Each componentcorrespondsto an individual
feature, and a compositionof features yields a product.
Feature-orientedveri cation mustbe able to analyzeindi-
vidual features and to composethe resultsinto resultson
products.Sincefeatulesinteract throughshaed data, ver-
ifying individual featuies entails open systemveri cation
concerns.To verify tempoal properties,featues mustbe
opento both propositionaland tempoal informationfrom
the remainderof the composedproduct. This paper ad-
dresseshoth formsof opennesshrougha two-phasetech-
nigue The r stphaseanalyzesndividual featuresandgen-
eratessufcient constaints for property preservation.The
secondphasedischargesthe constaints uponcomposition
of featuresinto a product.\e presenthe techniqueaswell
astheresultsof a casestudyon an emailprotocolsuite

1. Intr oduction

Feature-orientedrchitecture®rganizecodearoundthe
featureghata systemcontaing34]. By betteraligningthe
implementatiorof a systemwith theexternalview of users,
feature-orientatiooffers several potentialbene tsfor soft-
ware engineeringsuchas easeof maintenancegvolution,
andveri cation. As aresult,this style of organizationis at
the heartof increasinglyimportant developmentmethod-
ologiessuchas product-linesoftware[17], and providesa
meaningfulframework for componenteuse.

Thereis growing supportfor developmentaroundfea-
tures(andthe related,more generalnotion of aspects)4,
5, 30, 31, 34], but this work largely ignoreskey ques-
tionsof formalveri cation. In principle,feature-orientation
cansimplify veri cation becausdothfeaturesandrequire-
mentsarisefrom a users view of a system[18]. We can-
not employ a brute-forceapproachto veri cation by con-
structingeachproductindividually andverifying it, because
thereis a combinatorialnumberof productsin the number
of featuresandveri cation is expensve asindividual prod-
uctsgrow larger. Ideally, therefore,we would like to ver
ify requirementsagainstindividual featuremodules,then
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performlightweightcheckso ensurghatcompositiondoes
notviolatethesepropertiesThisis challengingbecauséea-
turesinteractsubtly, oftenthroughsharedstate[8, 25].

A modularform of featureveri cation mustsupportdata
thatpropagatecrosdeaturesThisin turndepend®ntech-
niguesfor handlingpropositionswhosevaluesmay not be
availablewhenanalyzinga singlefeaturebecausehey are
de ned elsavhere,makingfeaturesa form of opensystem
This paperpresentsa veri cation technique,inspired by
model-checking@ndapplyingideasfrom o w analysisthat
generatesonstraintonindividualfeaturesthendischages
theconstraintsluringcompositiorto establistsystem-wide
properties.The novelty of this techniqueis that the con-
straintsare parameterizedver the informationthat makes
featuresopen;furthermore they are parameterizedliffer-
ently basedon the nature of the openinformation. This
resultsin generatednterfacesthat are more conciseand
precisethanin previous modularfeatureveri cation tech-
nigues.Our new techniquealsolifts propertiesof individ-
ualfeatureso composedystemswhereagrior techniques
checledonly for local interactionshetweerfeatures.

Oneobsenationfrom ourwork is thattraditional model
chedking doesnot meshwell with the needsof modularver
i cation of features Model checkingis primarily designed
to authoritatvely determinethetruth or falsity of properties
over models.However, mostof the propertyviolationswe
obsene ariseonly upon composition,becausesomecom-
positionssatisfy propertieswhile othersfail them. There-
fore, mostveri cation runsoverindividualfeaturesare(and
mustbe)inconclusve, pushingthe burdenontothe compo-
sition step.Trying to mapthisto atraditionalmodelcheck-
ing framewvork can be unsatisfyingdue to the preponder
anceof inconclusve answergseeSection3.2).Insteadthe
problembecome®neof generatingonstraintasinterfaces
to be dischaged during composition,rather than merely
checkingproperties While interfacegeneratiorin general
is hard,we usepropertiego make this procesdractableye-
sulting in a techniquethat employs property-driveninter-
facegenertion.

The key partsof the paperare an overview of the sub-
tletiesof modularfeatureveri cation andan outline of our
prior approachto this problem(Section3), our new tech-
nigue (Section4), experimentalresults(Section5), and a



discussiorof perspectie andlimitations of our result,in-
cludingdirectionsfor futurework (Section6).

2. Background on CTL and Model Checking

Model-checking[15] is an automatedveri cation tech-
nigueusedto establishpropertiesof nite-state systemsA
model-checkrconsumes descriptionof asystemusually
given asa statemachine,anda speci cation of a property
that the systemmustobey. The statemachinecanbe non-
deterministic.The propertyis typically written in atempo-
ral logic suchascTL [15].

The atomsof CcTL are propositionsthat label states.
CTL permitscombinationof theseatomsusingthe standard
propositionabperatorandconnectves(negation,conjunc-
tion, implication, etc).In addition,CTL cancapturetempo-
ral propertiesA formulaof theform [f U y ] (wheref and
y areboth cTL formulas)is true at a stateif f is true now
andin thefutureuntil a statewherey is true(readtheU as
“until”). Becausamary pathsleave a state,we mustquan-
tify this formulaby whetherwe expectthe propertyto hold
in all possiblefutureworldsor only in some.The cTL for-
mula A[f U y] expectsthat on All paths,f will hold in
every stateuntil a statewherey is true,while E[f U y]re-
quiresthatthereExistsa pathwherethis holds.In this paper
we alsouseAG, whosesub-formulamustholdin all states,
and EF, whosesub-formulamusthold in at leastone fu-
turestate.

CcTL model-checkrsprocesseshe sub-formulasof the
property bottom-up,labelling eachstateof the statema-
chinewith preciselythosesub-formulaghataretrueat that
state.Our veri cation techniquerelieson thesdabels.

3. Problem Motivation
3.1. Why is Feature Veri cation Subtle?

Consideranemailfeaturesuitethatincludescomponents
for anorymousremailing and messagesigning® A prod-
uct might includethesetwo featuresand basicmail deliv-
ery, asshavnin Figurel. In this papemwe employ statema-
chineso modelsystemstelyingoneitherprogramanalyses
oversourcepr statemachinedomain-speci clanguagesas
sourcef thesemodels.

A featureconsistsof both a statemachineand a setof
interfaces.An interfacespeci es statesto which new fea-
turesattach(via bothincomingandoutgoingedges)In the
REMAIL featurefrom Figurel, for example,the interface
would specifythatedgedeave from states’; andr, anden-
ter atrg. Featurewithin a systemcomposéan a pipe-and-

Iter architecturd33], beginningandendingin somebasic

1 Thesesxamplescomefrom a suitedueto RobertHall [23].

infrastructuraghatis commonto all productswithin thefam-
ily (suchasbasicmail delivery, in the email example);we
call this the baseproduct Composingfeaturesinto prod-
uctsinvolvesaddingedgesetweennterfacestates.

In ourrunningexample therequirementstatethatwhen
a productusesthe REMAIL feature,a messagenarked for
anorymousremailing shouldremainanorymousuntil it is
mailed.Thetemporallogic formula

f = AG(remailed A[anonymoudJ : mailed)

captures this property Digital signing circumwents
anorymity; verifying this property should therefore re-
sultin anerrorowing to the interactionbetweerremailing
and digital signing. If we interpret anonymousas re-
mailed”:; signed the sampleproductin Figurel would vi-
olatethis propertyon a paththatincludesthe upperpathof
stateghroughthe sIGNING feature.The compositionaler-
i cation challengeis to detect this interaction without
model checkingthe full product, becausethe total num-
ber of productsexplodescombinatoriallyin the number
of features,making it infeasible to conductan expen-
sive whole-programtraversal over eachproduct. Instead,
we must analyzethe featuresseparatelygenerateappro-
priateinterfaceson eachfeaturefor preservingproperties,
andcheckfor interactiondy combininginterfaceinforma-
tion atproductassemblytime.

The cTL model-checkingalgorithm does not inher
ently supportmodularfeatureveri cation. For instance jf
a modelchecler evaluatedf in theinitial stateof the RE-
MAIL feature alone, it would report the property as
false becauseREMAIL does not mention the proposi-
tion mailed (thereforeassumedto be false, which vio-
lates the AU). However, when verifying individual fea-
tures, a model checler cannotassumethat propositions
arefalsesimply because¢hey do not label statesof a fea-
ture: somepropositionsareassertedn laterfeatureswhile
othersareassertegrior to executinga featureandtheirval-
uespersistuntil explicitly changed.

Consequentlyary veri cation algorithm must distin-
guish betweentwo different usesof propositionsof un-
known valuewithin a statemachine which we namecon-
trol propositionsanddatapropositiong29]. Controlpropo-
sitions capturesettingsfrom the (user)ervironmentof the
system,suchas wantsRemail2n Figure 1. Data proposi-
tionscaptureattributesof datain thesystemsuchassigned
and remailed The veri er musttreatdatapropositionsas
persistent theirvalueshold acrosgeaturesuntil changedy
anassignmentControl propositionsarenot persistentget-
ting their valuesolely from the labelling functions(andas-
sumedfalse at a stateif notexplicitly labeled).Our model
(de nition 3) asksthedesigneto explicitly identify thedata
propositionsof a feature.
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Figure 1. A simple email product with remailing and message signing. The dashed transitions show
one possib le assemb ly of features into a composed product. Another assembly might permute the
order of features. In the state machines, ! denotes logical negation, propositions ending in ? repre-
sent contr ol decisions, and all other propositions represent data attrib utes of email messages. lden-
tier s next to states name those states for reference throughout the paper, except anonymizeand

sign, whic h are abstractions
vant to this example .

representing portions of the state machine whose details are not rele-

An additional problemis that individual featurescon-
tain only a portion of the entire products statespaceithe
modelchecler thereforelacksinformationaboutthe prop-
ertiesthat hold along pathsthat emanatdrom the feature.
For REMAIL to satisfyf , pathsthatleave from stater, must
eventually mail the messageit is possibleto useREMAIL
in two differentproductssuchthat one satis es this prop-
erty andonedoesnot. At best,therefore,a modelchecler
canonly traversethe featureanddeterminewhat constraint
it imposeson thefeatureghateventuallyconnecto it.

3.2. A Problematic Prior Approach

Thesescenariospoint to two problemsin the use of
modelcheckingfor modularfeatureveri cation: traditional
model checlers are basedon binary logic and on closed-
world assumptionsThree-waluedmodel checking[9] ap-
pearsto addressoth problems.In prior researct29], we
exploited three-waluedlogic for modularfeatureveri ca-
tion by settingall unknavn propositionsin a featureto
? prior to model checking.However, checking property
y = AG(remailed! A[: signedU : mailed) againstthe
SIGNING featurein this framewvork would returnthe value
?, becauseainderthis substitutionthe propertyreducego
AG(? ! A(: signedU ?)). This resultindicatesnothing
otherthanthat the truth of the propertydependson more

thanthe variablesin the SIGNING feature.Worsestill, re-
ducingthe unknown variablesto ? beforeveri cation pre-
ventsreasoningaboutthe propertyoncefeaturesare com-
posedand actual valuesfor thosevariablesare available.
Usednaively, this approachseemswvorsethanno modular
veri cation atall!

To amelioratehis situation,our prior work analyzedea-
turesrelative to certainspeci ¢ combinationsof valuesfor
unknown propositiongasdescribedn Section5). This un-
fortunately leadsto a potentially exponential number of
both model checkingruns andinterfacesfor modularver
i cation. A morescalablesolutionis clearlyrequired.

4. The Solution
4.1. Insight

Mappingall unknonn propositiongo ? earlyin modu-
lar veri cation incurspotentiallyhigh overheadn orderto
allow specializinginterfaceconstraintswith valuesof un-
known propositionsvhenthey becomeknown (atcomposi-
tion time). The key insightof this paperis: parameterizing
interfacesoverthe unknowrpropositionscontols interface
explosionwithout sacri cing precision A secondaryand
moresubtle,insightis thatwe canparameterizeover these
propositionsdifferently dependingon whetherthey are de-



ned in prior or subsequenfeatures.Fromthe perspectie
of the SIGNING featureon propertyy , for example,there-
mailedpropositionis constrainegropositionally(basedn
its valuefrom REMAIL), while mailedis constrainedem-
porally (basedon pathsthatsatisfyit throughmAiIL).

GivenafeatureF anda property our methodologygen-
eratesa constraintconsistingof two formulas,one propo-
sitional andthe othertemporal.The propositionalformula
summarizeshe effect of F on datapropositionsThe tem-
poral formula constrainghe behaior of featuresthat fol-
low F; sincethe validity of the propertyin F may depend
on valuesof propositionssetin prior featuresthis tempo-
ral formulais parametricover the unknovn propositionsof
F. (Thisassociatiorof thetemporalonstraintvith features
thatfollow F arisesfrom our useof cTL, whichis afuture-
time temporallogic.) Theseconstraintshecomepart of a
featureSinterface.

We use the interfacesgeneratedor eachfeatureand
propertyto determinewhetherthat propertyholds over a
compositionof features.This reducesto the problem of
instantiatingthe parameterizedemporal constraintsand
checkingtheir validity. Thevaluesfor theparametersome
from boththe propositionasummarie®f prior featuresand
thevalidity of temporalconstraintof laterfeatures.

The restof this sectionusesthe email exampleto illus-
trate our techniquein more detail. We will assumehat a
productfamily will be built from a setof n featuresanda
baseproductfor the family. Assumethat the requirements
for featuresin the family are known, and have beenex-
pressedscTL formulas.

4.2. Models of Featuresand Products

Spaceconstraintdimit usto a partial explanationof the
foundationshackingour informal presentationWe request
the interestedreaderto consultour extensive technicalre-
port [7], which offers a completeformalizationaswell as
full proofsof soundness.

Our formal model of feature-orientedsystemsviews
eachfeatureasasinglestatemachinewith potentiallymary
initial statesln realisticsystemsmary entitiesparticipate
in afeature soafeaturewould bede nedby aparallelcom-
positionof statemachinegor eachsuchentity. Ourprevious
work shaws how to reducemodelswhereeachfeaturehas
multiple statemachinego the single-machinenodel[18],
sowe adoptthesingle-machinenodelherefor simplicity.

De nition 1 A statemadiineisatuplehS;S;D; S; R, Tr; Fai
where

Sis asetof states,
S andD aresetsof input andoutputpropositions,
S Sisthesetof initial states,

Figure 2. Inserting a feature into a product

R S PL(S) Sis thetransitionrelation,where
PL(f) denotesthe set of propositionallogic expres-
sionsoverthe setof propositionsn f,

Tr : S! 2P indicates which propositions are
set to true in each state,and Fa: S! 2P indi-
cateswhich propositionsare setto falsein eachstate
(8s2 S Tr(s)\ Fa(s) = 0).

Thisde nition is standardwith oneimportantexception.In

the style of opensystemswe analyzehere,the law of the
excludedmiddle doesnot hold: the absencef alabeldoes
not imply its falsity. Our modelthereforeemplays distinct
labelingfunctionsfor true andfalselabels.

Feature composition adds edges between interface
states. Outgoing states have a connection speci ca-
tion, a booleanexpressionover output propositions Com-
position adds edgesfrom each outgoing stateto all the
incomingstatesvhosetrue andfalselabelssatisfythe con-
nectionspeci cation.

De nition 2 A baseproduct consistsof a statemachine
M and an interface hfsyutgoinddSconneci Routt suchthatif S
andR arethe statesandtransitionsof M, thensputgoing2 S,

Sonnect S, Rout IS @ setof connectionspeci cationsfor

Soutgoing aNdR containsedgesrom Syutgoing t0 €achstatein

Sonnect(Compositiorreplacesheseedgeswith features).

De nition 3 A feature is a statemachinecapturedby the
tuple (S S; D; So; R; Tr; Fa) with aninterfacehSy; Suxit; Rexiti
anda setof datapropositionsD where
All propositiongn D lie in thedomainof atleastone
of Tr or Fa.

Sait  Sis the setof terminal statesof the feature;
thesestateamusthave out-degree0.

Reit IS a setof connectiorspeci cationsfor statesn
Sait -

Our formal model supportstwo techniquesfor com-
bining featuresfeaturescan be composednto compound
features,and features(atomic or compound)can be com-
bined with baseproductsto form completeproducts.Fig-
ure 2 shavs a product consistingof a baseproductand
two featuredH; andF3, andthe insertionof featureF; into
this product. The insertionis performedvia an interface



hfs;;s,0;fss0i. The interface on F, is hfs;g;f s4;550;0i.
Compositionremovesthe dashededges(so control routes
throughthe new feature with edgeseplacedy paths)and
addsthe four edgeghatconnect, to the product.

4.3. Generating Constraints

Givenafeatureanda property(expressedisa cTL for-
mula),thealgorithmgeneratestempoal constrint thatis
parameterizeaver the featuresattachedfore and aft, and
a data ervironment which summarizeshe persistentdata
valuesthat the featurepassego subsequenteatures.The
temporalconstraintsanddataenvironmentform a features
interface.For a givensetof propertiesandfeaturesthisin-
terfacecanbe generatedncefor eachfeatureandreused
over multiple productassemblieswWe now explain eachof
thesein turn.

Thetemporalconstraintgeneratois a variantof thetra-
ditional cTL algorithm.It runson every subformulaof ev-
ery propertyand, insteadof returningonly truth or false-
hood,generates formulain avariantof cTL. This variant
languages easilyexplainedwith anexample.Considerthe
property

j = AG(remailed EFmailed

which statesthat a messagenarked asremailedcaneven-
tually be mailed. Generatingconstrainton j - at theinitial
state(rg) of REMAIL yieldstheannotatedormula

Jr,™ (: remailed_ (remailed” (EFmailed);, ))
Jjr,™ (EFmailed),

The subscriptqtags) on formulascontainnamesof termi-
nal statesn thefeature;ataggedformuladenoteghevalue
of thatformulain the successostatedo thetag state(these
valuesare available at productassemblytime). Intuitively,
this constraintsaysthatthe entirepropertymustholdin the
successort bothry andry (fromj ¢, andj +,): thisis ex-
pected,sincean AG propertymusthold in every stateof
the composedsystem.The constraintfurther requiresthat
control can eventually reacha mailed statefrom r; un-
lessremailedis alreadyfalse. The constraintis simplerfor
r,, becausea pathto r, is known to satisfy the remailed
proposition.In generalthe generatedormula usesnames
of propositionsto parameterizever the dataervironment
andtaggedsubformulago parameterizevertheexit paths.
In contrasto thetemporalconstraintwhich delimitsthe
behaior of subsequerfeaturesthe dataervironmentpro-
videspersistenpropositionalvaluesto subsequerfeatures.
Eachfeature effectively updatesthe data environmentin
turn for the next featurein the product.We computedata
environmentsvia a meet-wer-all-pathsanalysig26).2

2 Ourwork goesheyonddata ow analysisin thatit notonly gathersn-
formationbut alsoactuallyperformsveri cation.

A dataervironmentmapseachterminalstates; in afea-
tureto asetof of pairshsy; Vi, wheresy is aninitial stateand
V captureghe latestvaluesassignedo propositionsalong
apathfrom sy to §. The dataervironmentfor the REMAIL
featureshavn in Figurel mapsstater; to

hro; Oi

(becaus@o datapropositionsoccuron apathfromrg tory)
andmapsstater; to

hro; fhremailed; trueigi

The propositionwantsRemailZloesnot appeatrin the data
ervironment becauseit is a control proposition. Simi-
larly, the SIGNING features dataernvironmentmapss; to
hsy; fhsignedtrueigi andstates, to hsy; 0.

Formal Details Thedetailsin this sectionareintendedfor
readersalreadyfamiliarwith the cTL modelcheckingalgo-
rithm. Dueto spaceconstraintsye deferthefull algorithms
to thetechnicalreport.

Intuitively, the constraint-generatioalgorithm (hence-
forth calledcoNSTRAIN) partially evaluateghegivenprop-
erty overthefeature,undertheassumptiorthatdatapropo-
sitions persistalong paths. The algorithm handlespersis-
tenceby storingthe mostrecentvalueof eachdataproposi-
tion alongthecurrentpathin avariable(path-ew).

CONSTRAIN hasthesamerecursve structureastheCTL
model checler, but divergesfrom it to parameterizeover
dataervironmentsandterminalstatepropertiesduring this
partialevaluation.Thesigni cant deviationsarein thetreat-
ment of propositionsand of terminal states.For proposi-
tions, the resultof the CONSTRAIN algorithm dependson
the natureof the proposition:

The valuesof datapropositionsof the featurebeing
veri ed comefrom the path-ewv argument.

If the propositionis a control propositionof the fea-
ture, its value comesfrom the labeling functions Tr
andFa. Control propositionscaptureuseror ernviron-
mentaldecisionsanddo not appeain path-ew.

If the propositionis a control propositionof another
feature,its valuemustbefalsein this feature.This sit-

uationcanarisewhencheckinga propertythatis pri-

marily aboutonefeaturein anotherfeature For exam-
ple, thewartsRemai? propositionin the REMAIL fea-

ture shouldbe treatedasfalse while analyzingsiGN-

ING. We provide otherexamplesof suchpropositions
in our prior work [29].

Otherwise the propositionis a datapropositionof an-

otherfeatureandits valuewill (eventually)comefrom

theincomingdataernvironment.The CONSTRAIN algo-
rithm insertsthe propositionitself into the constraint
formula, which parameterizeghe constraintover the

valuefrom the dataervironment.



In addition,whenthe CONSTRAIN algorithmreachesa
terminalstateof the feature,it cannotevaluatethe formula
asthe successostateswill not be available until composi-
tion time. The algorithm parameterizethe constraintover
thepossiblesuccessorBy taggingthe subformulathatmust
hold atthosesuccessors.

Data ervironmentssummarizethe values assignedto
propositionsalongpathsbetweerspeci c initial andtermi-
nal statesof afeature.

De nition 4 LetF beafeatue with datapropositionsDP.

ands aterminalstatein F.

1. Thedatavaluefor P is the setof tupleshp;vi whee
p 2 DP andv is thelastvaluefor p setonP.

2. Lets be aterminal stateof F. Thedataenvironment
of F atg is thesetfhsy; DVig sudhthats is aninitial
statewith a pathto § andDV is thesetof datavalues
for all pathsfromsy to 5.3

The constraintdischage algorithm will use dataernvi-
ronmentsto look up the last value given to a proposition
alongpathsbetweena particularinitial andterminalstate.
As theremay be multiple suchpaths,it is possiblethatdif-
ferent pathsbetweenthe samestatesset a propositionto
differentvalues Whenthis happensthe lookup methodre-
turns? . This useof ? differsfrom thatin our prior three-
valuedapproachn two key ways.First, this ? represents
“both valuesare possible” ratherthan “no information”,
which is usefulfor identifying when propertiesmight fail.
Secondthis ? is introducedat compositiontime (whenall
informationis available)ratherthanprematurelyat feature
veri cation time. Using ? thereforedoesnot re ect aloss
of information,asit did in our prior approach.

Subtlety When computingthe data ervironmentfor the
baseproduct,thealgorithm rst removesall edgeshetween
theinterfacestates Baseproductsgenerallycontainedges
thatrestartthe producton new data(suchasan edgefrom

the mailed stateto the init statein Figure 1, not shavn in

the gure). Theseedgescancausedatapropositionsto in-

correctlyleak acrossruns of the product.Remaing these
edgesensureghat the dataervironmentof the baseprod-
uct accuratelyre ects the dataavailableto the featuresat

the startof eachnew passthroughthe product.

4.4, Discharging Constraints

Dischaging a constraintentailsreducingit to aconcrete
logicalvalueatcompositiortime. Recalltheconstraingen-

3 A standardxpoint constructiorhandlesn nitely mary paths.

eratedrom propertyj for REMAIL:

J ™ (: remailed_ (remailed” (EFmailed);,))
N frp™ (EF mailed)r,

To reducethis to a value,we needconcretevaluesfor the
remailed propositionand for the taggedtemporalformu-
las. The value of the former comesfrom the dataenviron-
mentsummarizinghe precedindeaturesThevaluesof the
latter comefrom dischaging constrainton the subsequent
featuresandpropagatinghe results.The processnvolves
threesteps.

First, the constraintgeneratiorphaseproduceddataen-
vironmentdor eachprecedingeatureindividually. To sum-
marize the precedingfeaturescollectively, we compose
their dataenvironments;this composeddata ervironment
offers a concretelogical value for eachpropositionin the
constraintto be dischaged.Composingdataernvironments
Di andD; yields a dataervironmentover the propositions
in eitherD; or Dj, wherevaluesfrom D; override values
for the samepropositiondrom D;. Composinghe dataen-
vironmentsgiven above for REMAIL and SIGNING (corre-
spondingto featurecompositionvia the dashedransitions
in Figurel) yieldstheervironmentthatmapss; to

hsy; fhsignedtruei ; hremailed; truei gi

andstates, to hsy; fhremailed; trueigi .

Second, we substitute propositions with their val-
ues from the composeddata ervironment. In the con-
strainton REMAIL, for instancewe replaceremailed with
thevaluetrue from thedataervironmentabove.

Finally, thevaluesof thetaggedemporaformulascome
from the resultsof dischaging constraintson the subse-
guentfeatures Assumewe have nished dischaging con-
straintson the SIGNING feature,which follows REMAIL in
our runningexample.Dischaging constrainton SIGNING
resultsin concretevaluesfor eachsubformulaof j in the
initial statesy of SIGNING. Theconstrainton REMAIL con-
tains the taggedsubformula(EF mailed),. We substitute
the value of (EF mailed) in sp for (EF mailed);, (because
S is the successoto r; in the composedsystem) Repeat-
ing this stepfor eachtaggedsubformulain the constraint
yields a propositionalformula, which a validity checkre-
ducesto a concretevalue. This value becomeshe value
of j r, whendischaging constraintson the precedingfea-
tures.Notethatthis steprequiresonly substitutionof previ-
ously computedresults,not modelchecking;hencethe ap-
proachis compositional.This stepmay, however, require
three-\aluedpropositionalreasoningas dataervironments
may return? for somepropositions(hencethe methodis
incomplete)?

4 Thismethodis unoptimizedandcheckghevaluesof mary constraints



Summary Tosummarizeéheprocessassumeheclienthas
chosera sequencef m of the original n featureso assem-
ble into a product,andhascomposedhe featuresn order

thedataervironmentinducedby F, acompositioropera-
tor for dataervironmentsC; thetemporalconstrainton F,
and check(;) the resultof dischaging constraintC;. The
following stepssummarizeéhe methodology:
step compute using
1. checkCm) check(baseandD; Dnm 1
2. checkCn 1) Dg Dy 2 andcheckCry)

m.  check(C,) D, Dpaseandcheck(Cy)
Finally, usecheck(,) to dischage constraintson the base
product.If theconstrainbnapropertyj holdsin theinitial
stateof thebaseproductthenj holdsof thecomposedys-
tem.If avalidity checkonj failsto returntrue attheinitial
stateof somefeature theremayexist a paththatfailsto sat-
isfy thatproperty;potentialfeatureinteractionsarereported
in thisinstance.

Subtlety When computing constraintsand data environ-
mentsfor the basewe divide the baseinto the portionsthat
precedandfollow theintroductionof new featuresremov-
ing the edgesbetweenthe interface statesof the baseac-
complisheghis. No featuresfollow the nal statesin the
baseproduct,so generatingcheck(baseamountsto stan-
dardcTL modelchecking.

4.5. Where DoesVeri cation Actually Happen?

Whena systenviolatesa property it mightdo soin one
of threedifferentscenariosFirst, a featureimplementation
is inherentlyincorrect,andthe errorcanbe detectedy an-
alyzingthatfeaturealone.Secondthefeatureimplementa-
tionis incorrectin the presenc®f somebut notall collabo-
ratingmodulesThird, eachof the featureimplementations
is valid, but their compositioninteractsin a way that vio-
latesa systemproperty

Constraintgenerationdetectserrors of the rst kind.
It traverseseachfeatureto derive the assumptionsunder
which the propertyholds;if the featureitself violatesthe
property constraingeneratiorwill returnfalse. Thisis akin
to propertyviolationin traditionalmodelchecking.

Errorsof the secondandthird kind do not get detected
until constraintdischage.Theseerrorsmanifestduringdis-
chage in the form of a constraintevaluatingto false. If
dischaging completeswith all constraintchecksreturning
true, then the property holds over the composedsystem.
Additional traversalof the statemachiness not requiredto

whosevaluesare unusedat assemblytime. An optimized version
would checkonly thoseconstraintsthat are neededo dischage the
taggedformulasin otherstates.

detecteitherkind of error. All statemachinetraversalhap-
penedduringtheinitial constrainigeneration.

4.6. Soundness

The proposedmethodologyis soundif usingit to ver
ify apropertyyieldsthe sameresultasverifying the prop-
erty with standardnodelcheckingin theinitial stateof the
composeaystem.The heartof the algumentis thatcheck-
ing a constraintat a particularstateof a featureF undera
givendatavalueV (De nition 4) yieldsthe sameresultas
verifying the constraintin that statein an augmentedea-
ture R,/ © that setsvaluesof propositionsaccordingto the
datavalue.Sucha resultde nes how propertieswould be
evaluatedn the composedystemwhereall datapropaga-
tions occur naturally and thereis no needfor a temporal
constrainbecaus¢heentirestatespacds availableat anal-
ysistime. This agument(formalizedin thefollowing theo-
rem) summarizeshe overall soundnesgroof. The details,
includingproofs,arein thetechnicalreport.

Theorem1 LetF; andF, befeatues,sbeastatein F{, and
j acrTL formula.LetV beadatavaluecominginto F;. Letc
betheresultof CONSTRAIN(Fy1;j ;9). Letc®bec with every
annotatediormulay ¢ replacedwith the valueof y (true,
false, or ?) in theinitial stateof F,. ThenFy,° Fo;SE j
if V satis esc®.

5. Experimental Study

We have implementedhe methodologydescribedn this
paperandtestedit on featuresand propertiesfrom Hall's
email casestudy[23]. Our experimentwasintendedto de-
terminewhetherthe parameterizedonstraintswere suf-
cientfor modularlypredictingthe resultsof verifying prop-
ertiesin the composedroduct;in otherwords,we wanted
to testhow often the incompletenessf our approachaf-
fectedveri cation in practice.

Becauseour algorithmis differentfrom ordinarymodel
checking,we cannotreusean off-the-shelfmodelchecler.
We have thereforamplementedur own prototypechecler.
Sincethechecleris a prototypebuilt asa proof-of-concept,
the performancenumbersare not very meaningful.Never-
thelesstheperformancevould be similarto thatof amodel
checler, dueto thedeepstructuralsimilarity betweera cTL
modelcheclerandour CONSTRAIN algorithm.

Hall's casestudy containsthe following features:ba-
sic mail delivery, digital signatures,forwarding, anory-
mousremailing,encryption,decryption,signatureveri ca-
tion, auto-reply Itering (basedn senders hostname)and
mail hosting.Therequirementsve veri ed are:

1. Oncea messageés signed,the sendereld is not al-
tereduntil themessagés deliveredor receved.



2. Whena messages readyto be remailed,it is never
mailedoutwith the senders identity exposed.

3. If arecever triesto verify a signaturethenthe mes-
sagemustbeveri able.

4. Whenamessagés encryptedit is neverdecryptedand
thensentin theclear

5. If amessagés to beremailed,t is formattedcorrectly
for theremailerto processt.

6. If anauto-responsis generatedthe responseventu-
ally is deliveredor receved.

7. Thereis noloop wheremessagearein nitely mailed
backandforth.

8. If amessagés forwardedt is eventuallydeliveredor
receved.

9. If the auto-responderepliesto a messagethen that
message subjectine mustbein thecleat

10. If an outgoing messageés signed,its body is never
changedinlesss it deliveredor retrieved.

11. If a mailhostgeneratesan error messagethen that
messagés eventuallyretrievedor delivered.

Eachof thesepropertiesholdsin thefeaturehatimplements

it. Eachpropertyalsofailswhenthefeaturethatimplements

it is composedvith another(speci c) feature.Theseprop-

ertiesarethereforeusefulfor testinga modulartechnique.
Our experimentwassuccessfulin that:

1. ourtechniquecorrectlydetectedhatthe systemfailed
eachof theseproperties,

2. error detectionrequiredno traversalsof the features
beyondthe constraint-generatiophaseand

3. constraintdischage agged the errorsthroughpropo-
sitionalchecksalone.

Theincompletenessf ourtechniquedid notappeain prac-
tice, asthemethodologydid notreturn? onary property

6. Perspectve and Future Work

Our casestudy shavs that our new techniquesupports
modular veri cation at leastas well as our prior, three-
valued,technique[29]. The following table shows the key
differences:

Prior | New
Traversalgperinterfacegeneration 6 1
Persistentatapropositionshandled| weakly | yes
Propertiedifted to entiresystem no yes
Eachfeaturetraversedoerproperty no yes

The parameterizedhterfacesin the new techniquereduce
the numberof statemachinetraversalsrequired.The old
techniqueavoidedthe subtletiesn handlingpersistentiata
propositionsby reducingopenpropositionsto ? ; the new
techniquehandleghemdirectly with dataenvironments.
The new techniqueappearsnferior to the old technique
only in thelastline of thetable,but this disadwantages re-
latedto the advantagein the third line. The old technique
did notalwaysneedto traverseeachfeatureperpropertybe-
causehegoalin theprior work wasto detectwhenonefea-
tureviolatedpropertiegruein theinitial stateof anotherit
did not attemptto “lift” the propertiesof onefeatureto the
(initial stateof the) entire composedsystem.In this work,
we have shiftedour attentionto proving system-wideprop-
erties.Our algorithmdeterminesvhethera propertyholds
in theinitial stateof theentirecomposedystemTraversing
eachfeatureperpropertyis anunoptimizedway to accom-
plish this lifting. In practice,we believe we can optimize
this by makingsomeof the traversalslessexpensve (e.g.,
checkingreachabilityinsteadof computingconstraints).
Traversingeachfeatureper property appeargo defeat
thebene t of modularveri cation, whichis usuallyto avoid
traversing the entire state space.Our previous comment
aboutoptimizationspeakgo this issue,but thereis a more
fundamentaanswerln aproduct-linecontext, modularver-
i cation avoids traversing eachfeature per property per
composegbroduct Giventhata setof featurescanyield an
exponentiahumberof products)imiting statespaceraver-
salto onceperfeaturerepresents signi cant costsavings
over naive veri cation. Ouralgorithmprovidesthis.
Ourwork doesmake somesimplifying assumptionghat
we intendto addressFirst, while featuresmay containcy-
clesinternally, the graphof connectionsbetweenfeatures
mustform aDAG. Thisis lessof arestrictionthanit seems,
becausdeaturecompositionsoften take the form of pipe-
and- Iter systemslndeed purarchitecturas verysimilarto
a versionof the Jackson-Zee DFC modelof featureqg24]
restrictedto staticcomposition,andis thereforeuseful for
modelinga wide variety of systems(The systemsausedin
casestudiesby Batory's group, suchas FSATS [6], also
obey thismodel.)Also, the CONSTRAIN algorithmassumes
thatno cycle within afeaturesetsthevalueof a datapropo-
sition (it handlesall otherinternalcycleswithoutimposing
ary restrictions—thudfor instanceit canfreely handlesys-
temswith assignmentso local datasuchasloop counters).
We couldrelaxthis by settingthe propositions valueto ?,
but our casestudydid notrequireit.

7. RelatedWork

Thereis asigni cant bodyof work on opensystenweri-
cation. Theopennes prior work stemsfrom bothuncer
tainty in transitionsandignoranceof propositionsKupfer



man,VardiandWolperaddressheformer[27]. Theirwork
considerghe failure of propertiesdueto valuesgenerated
by ervironmentmodels.n particular theirmethodologye-
quiresa propertyto hold in all ervironments;it doesnot
classifythe ervironmentsin which a propertyfails to hold.
In featureshowever, mary propertyviolationsarisein only
somecontexts but not all. The Kupferman.et al. approach
is thereforetoo restrictive in this setting.

BrunsandGodefroidconsidempropertieghatarisefrom
partial Kripke structuresthereforehaving propositionsof
unknowvnvalue[9, 10]. They useathree-waluedogicto pre-
sene propertiesof the partial systemin the completestruc-
ture. They handlethelack of parameterizationnderthree-
valuedlogic by performingtwo modelcheckson formulas
with unknaown values,one assumingall ? valuesaretrue
(optimistig andone assumingall ? valuesarefalse(pes-
simistig. A generalizatiorof Brunsand Godefroids tech-
nigueis to usemulti-valuedmodelchecking,pioneerecby
Chechik,EasterbroolandDevereaux14]. Neitherof these
bodiesof work discussesompositionaleri cation.

Compositionalveri cation is a well-explored idea [1].
Most of this work, however, examinesthe problem for
parallel compositionand assumeghat compositiondoes
not add behavior to modules.The sequentiakcomposition
model of featuresviolates this assumptionFurthermore,
few explicitly handleopensystemsn which the existence
of propositionds unknonvn at moduleanalysistime andal-
mostnoneconsidethow to generaténterfacesaswe do.

Our work on interface generationhas an analog for
parallelcomposition:Giannalopoulou,PasareanuandBar-
ringer[20] generatautomatasinterfacesfor labeledtran-
sition systemsGiventhedifferencein compositionmodel,
therelationshipbetweerour worksis unclear Houdini[19]
infers annotationdor ESC/Jaa, but theseannotationsare
not property-drivenandthe approachs nottruly modular

Somework considersmodular model checkingunder
sequentialcontrol ow [2, 16, 28. Those works focus
on making veri cation of a single systemmore tractable.
Ourwork targetsthe plug-and-playworld of product-lines,
which requiresconstraintand interface generationrather
than just model checking.None of thoseworks explicitly
handlethe opensystemsanddatapersistenc@roblemsdis-
cussechere.

Our approacho constraintgeneratiorresemblesempo-
ral querychecking,originally dueto Chan[12]. Chans ap-
proachassumedne variable per temporallogic formula
andinstantiatedt with a propositionalformula over vari-
ablesin the model. Gur nkel et al. [21] and Bruns and
Godefroid[11] supportmultiple variablesbut still generate
propositionalconstraintsover model variables.Our work
generategmporakonstraint®verpropositionghatarenot
in the model(sincefeaturesareopensystems)Our tempo-
ral constraintaisesubformulaf agivenpropertyformula;

this restrictedcontext enablesemporalconstraintgenera-
tion in opensystems.

Our methodologydetectsa specialcaseof featureinter-
actionerrors[3, 8, 25, correspondingoughlyto whatHall
calls Type I interactiong22]. Noneof the othercited ap-
proachedetectinteractionscompositionally Chechikand
Easterbrookeasonaboutcompositionsof concernsusing
multi-valuedmodelchecking[13]. Their framework identi-
es which concern(feature)is responsibldor propertyvio-
lationswhencheckingcomposeaystemsbut doesnot ad-
dressproving propertiegshroughcompositionakeasoning.

Reussnef32] givesatheoryof parameterizedontracts.
Thesecontractsrecognizethat, whenreusinga large com-
ponent,different clients will needonly partsof it; corre-
spondingly clientsshouldneedto satisfyonly a partof the
componens precondition.To supportthesescenariosthis
techniquespecializesinterfacesat compositiontime, em-
ploying automata-theoretialgorithmsto computethesein-
terfaces.In this respectit is relatedto the constraintswe
derive. However, it assumeshe existenceof a fairly com-
plete (manual)descriptionof the componens behaior as
the startingpoint for specializationratherthan exploiting
thepropertiedo automaticallygeneratéheinterfaces.

8. Summary

This paperpresentsa compositionalmethodologyfor
verifying featuresasopensystemsBy de nition, any tech-
niguethatattemptgo verify opensystemamodularlymust
contendwith insufcient information.Thetechniquen this
paperexploits a key insight aboutthe natureof openness
in compositionafeatureveri cation: opennesgrisesfrom
bothpropositionalalues o wing into a featureandtempo-
ral constraintoonthe control o w leaving afeature.

Concretely this paper presentsan algorithm that de-
rives parameterizednterface information to accountfor
opennessWe employ a o w analysisto derive a proposi-
tionalformulasummarizinghedatavalueghateachfeature
providesto subsequenteatures;using a variantof model
checking,we derive a temporalconstrainton the succes-
sor statesof eachfeature.A seriesof simple propositional
checkson the resultingconstraintsat compositiontime de-
termineswhethercompositionsof featuresviolate system-
wide propertiesThisapproachs compositionabecausé¢he
latterchecksrely only onthegeneratedhformation,anddo
notre-visittheinnardsof individual features.

This techniqueimproveson prior approacheshat em-
ploy three-aluedmodelcheckingto addresopennessBy
separatinghe sourcef opennessye areableto limit the
useof three-aluedreasoningo the propositionaldataand
to compositiontime alone.This leadsto interfacesthatare
simplerandmoreaccuratevithoutalargeexplosionin their
size.In addition,ourtechniqueperformsonly propositional



calculationnotmodelchecking,at compositiortime, mak-
ing this a lightweightstep.
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