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Abstract

Software product-linesview systemsas compositionsof
features. Each componentcorrespondsto an individual
feature, and a compositionof features yields a product.
Feature-orientedveri�cation mustbe able to analyzeindi-
vidual featuresand to composethe resultsinto resultson
products.Sincefeaturesinteract throughshared data,ver-
ifying individual features entails opensystemveri�cation
concerns.To verify temporal properties,features mustbe
opento both propositionaland temporal informationfrom
the remainderof the composedproduct. This paper ad-
dressesboth formsof opennessthrougha two-phasetech-
nique. The�r stphaseanalyzesindividual featuresandgen-
eratessuf�cient constraints for propertypreservation.The
secondphasedischargestheconstraintsuponcomposition
of featuresinto a product.We presentthetechniqueaswell
astheresultsof a casestudyonanemailprotocolsuite.

1. Intr oduction

Feature-orientedarchitecturesorganizecodearoundthe
featuresthata systemcontains[34]. By betteraligning the
implementationof asystemwith theexternalview of users,
feature-orientationoffersseveralpotentialbene�ts for soft-
wareengineeringsuchaseaseof maintenance,evolution,
andveri�cation. As a result,this styleof organizationis at
the heartof increasinglyimportantdevelopmentmethod-
ologiessuchasproduct-linesoftware[17], andprovidesa
meaningfulframework for componentreuse.

Thereis growing supportfor developmentaroundfea-
tures(andthe related,moregeneralnotion of aspects)[4,
5, 30, 31, 34], but this work largely ignoreskey ques-
tionsof formalveri�cation. In principle,feature-orientation
cansimplify veri�cation becausebothfeaturesandrequire-
mentsarisefrom a user's view of a system[18]. We can-
not employ a brute-forceapproachto veri�cation by con-
structingeachproductindividually andverifying it, because
thereis a combinatorialnumberof productsin thenumber
of features,andveri�cation is expensiveasindividualprod-
uctsgrow larger. Ideally, therefore,we would like to ver-
ify requirementsagainstindividual featuremodules,then

performlightweightchecksto ensurethatcompositiondoes
notviolatetheseproperties.Thisis challengingbecausefea-
turesinteractsubtly, oftenthroughsharedstate[8, 25].

A modularform of featureveri�cation mustsupportdata
thatpropagateacrossfeatures.Thisin turndependsontech-
niquesfor handlingpropositionswhosevaluesmaynot be
availablewhenanalyzinga singlefeaturebecausethey are
de�ned elsewhere,makingfeaturesa form of opensystem.
This paperpresentsa veri�cation technique,inspired by
model-checkingandapplyingideasfrom �o w analysis,that
generatesconstraintsonindividualfeatures,thendischarges
theconstraintsduringcompositionto establishsystem-wide
properties.The novelty of this techniqueis that the con-
straintsareparameterizedover the informationthatmakes
featuresopen;furthermore,they are parameterizeddiffer-
ently basedon the natureof the open information. This
resultsin generatedinterfacesthat are more conciseand
precisethanin previous modularfeatureveri�cation tech-
niques.Our new techniquealsolifts propertiesof individ-
ual featuresto composedsystems,whereasprior techniques
checkedonly for local interactionsbetweenfeatures.

Oneobservationfrom ourwork is thattraditionalmodel
checkingdoesnotmeshwell with theneedsof modularver-
i�cation of features. Model checkingis primarily designed
to authoritatively determinethetruthor falsityof properties
over models.However, mostof the propertyviolationswe
observe ariseonly uponcomposition,becausesomecom-
positionssatisfy propertieswhile othersfail them.There-
fore,mostveri�cation runsoverindividualfeaturesare(and
mustbe)inconclusive,pushingtheburdenontothecompo-
sitionstep.Trying to mapthis to a traditionalmodelcheck-
ing framework can be unsatisfyingdue to the preponder-
anceof inconclusiveanswers(seeSection3.2).Instead,the
problembecomesoneof generatingconstraintsasinterfaces
to be discharged during composition,rather than merely
checkingproperties.While interfacegenerationin general
is hard,weusepropertiesto makethisprocesstractable,re-
sulting in a techniquethat employs property-driveninter-
facegeneration.

The key partsof the paperarean overview of the sub-
tletiesof modularfeatureveri�cation andanoutlineof our
prior approachto this problem(Section3), our new tech-
nique (Section4), experimentalresults(Section5), and a
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discussionof perspective andlimitations of our result, in-
cludingdirectionsfor futurework (Section6).

2. Background on CTL and Model Checking

Model-checking[15] is an automatedveri�cation tech-
niqueusedto establishpropertiesof �nite-statesystems.A
model-checkerconsumesa descriptionof asystem,usually
givenasa statemachine,anda speci�cationof a property
that the systemmustobey. The statemachinecanbe non-
deterministic.Thepropertyis typically written in a tempo-
ral logic suchasCTL [15].

The atoms of CTL are propositionsthat label states.
CTL permitscombinationof theseatomsusingthestandard
propositionaloperatorsandconnectives(negation,conjunc-
tion, implication,etc).In addition,CTL cancapturetempo-
ral properties.A formulaof theform [f U y ] (wheref and
y areboth CTL formulas)is trueat a stateif f is truenow
andin thefutureuntil a statewherey is true(readtheU as
“until”). Becausemany pathsleave a state,we mustquan-
tify this formulaby whetherwe expectthepropertyto hold
in all possiblefutureworldsor only in some.The CTL for-
mula A[f U y ] expectsthat on All paths,f will hold in
everystateuntil a statewherey is true,while E[f U y ] re-
quiresthatthereExistsapathwherethisholds.In thispaper
wealsouseAG, whosesub-formulamusthold in all states,
andEF, whosesub-formulamusthold in at leastone fu-
turestate.

CTL model-checkersprocessesthe sub-formulasof the
propertybottom-up,labelling eachstateof the statema-
chinewith preciselythosesub-formulasthataretrueat that
state.Ourveri�cation techniquerelieson theselabels.

3. ProblemMoti vation

3.1. Why is Feature Veri�cation Subtle?

Consideranemailfeaturesuitethatincludescomponents
for anonymousremailing and messagesigning.1 A prod-
uct might includethesetwo featuresandbasicmail deliv-
ery, asshown in Figure1. In thispaperweemploy statema-
chinesto modelsystems,relyingoneitherprogramanalyses
oversource,or statemachinedomain-speci�clanguages,as
sourcesof thesemodels.

A featureconsistsof both a statemachineanda setof
interfaces.An interfacespeci�es statesto which new fea-
turesattach(via bothincomingandoutgoingedges).In the
REMAIL featurefrom Figure1, for example,the interface
wouldspecifythatedgesleavefrom statesr1 andr2 anden-
ter at r0. Featureswithin a systemcomposein a pipe-and-
�lter architecture[33], beginningandendingin somebasic

1 Theseexamplescomefrom a suitedueto RobertHall [23].

infrastructurethatis commonto all productswithin thefam-
ily (suchasbasicmail delivery, in theemail example);we
call this the baseproduct. Composingfeaturesinto prod-
uctsinvolvesaddingedgesbetweeninterfacestates.

In ourrunningexample,therequirementsstatethatwhen
a productusesthe REMAIL feature,a messagemarked for
anonymousremailingshouldremainanonymousuntil it is
mailed.Thetemporallogic formula

f = AG(remailed! A[anonymousU : mailed])

captures this property. Digital signing circumvents
anonymity; verifying this property should therefore re-
sult in anerrorowing to the interactionbetweenremailing
and digital signing. If we interpret anonymousas re-
mailed^: signed, thesampleproductin Figure1 wouldvi-
olatethis propertyona paththatincludestheupperpathof
statesthroughtheSIGNING feature.Thecompositionalver-
i�cation challenge is to detect this interaction without
model checkingthe full product,becausethe total num-
ber of productsexplodescombinatorially in the number
of features,making it infeasible to conduct an expen-
sive whole-programtraversalover eachproduct. Instead,
we must analyzethe featuresseparately, generateappro-
priateinterfaceson eachfeaturefor preservingproperties,
andcheckfor interactionsby combininginterfaceinforma-
tion atproductassemblytime.

The CTL model-checkingalgorithm does not inher-
ently supportmodularfeatureveri�cation. For instance,if
a modelchecker evaluatedf in the initial stateof the RE-
MAIL feature alone, it would report the property as
false becauseREMAIL does not mention the proposi-
tion mailed (thereforeassumedto be false, which vio-
lates the AU). However, when verifying individual fea-
tures, a model checker cannot assumethat propositions
arefalsesimply becausethey do not label statesof a fea-
ture:somepropositionsareassertedin laterfeatures,while
othersareassertedprior to executingafeatureandtheirval-
uespersistuntil explicitly changed.

Consequently, any veri�cation algorithm must distin-
guish betweentwo different usesof propositionsof un-
known valuewithin a statemachine,which we namecon-
trol propositionsanddatapropositions[29]. Controlpropo-
sitionscapturesettingsfrom the (user)environmentof the
system,suchas wantsRemail?in Figure 1. Data proposi-
tionscaptureattributesof datain thesystem,suchassigned
and remailed. The veri�er must treat datapropositionsas
persistent: theirvaluesholdacrossfeaturesuntil changedby
anassignment.Controlpropositionsarenot persistent,get-
ting their valuesolelyfrom thelabellingfunctions(andas-
sumedfalse at a stateif not explicitly labeled).Our model
(de�nition 3) asksthedesignerto explicitly identify thedata
propositionsof a feature.
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sign
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Figure 1. A simple email product with remailing and messa ge signing. The dashed transitions sho w
one possib le assemb ly of features into a composed product. Another assemb ly might perm ute the
order of features. In the state machines, ! denotes logical negation, propositions ending in ? repre-
sent contr ol decisions, and all other propositions represent data attrib utes of email messa ges. Iden-
ti�er s next to states name those states for reference thr oughout the paper, except anonymizeand
sign, whic h are abstractions representing por tions of the state machine whose details are not rele-
vant to this example .

An additionalproblemis that individual featurescon-
tain only a portion of the entireproduct's statespace:the
modelchecker thereforelacksinformationabouttheprop-
ertiesthat hold alongpathsthat emanatefrom the feature.
For REMAIL to satisfyf , pathsthatleavefrom stater2 must
eventuallymail the message;it is possibleto useREMAIL

in two differentproductssuchthat onesatis�es this prop-
erty andonedoesnot. At best,therefore,a modelchecker
canonly traversethefeatureanddeterminewhatconstraint
it imposeson thefeaturesthateventuallyconnectto it.

3.2. A ProblematicPrior Approach

Thesescenariospoint to two problemsin the use of
modelcheckingfor modularfeatureveri�cation: traditional
model checkersare basedon binary logic and on closed-
world assumptions.Three-valuedmodel checking[9] ap-
pearsto addressboth problems.In prior research[29], we
exploited three-valuedlogic for modular featureveri�ca-
tion by setting all unknown propositionsin a featureto
? prior to model checking.However, checkingproperty
y = AG(remailed! A[: signedU : mailed]) againstthe
SIGNING featurein this framework would returnthe value
? , becauseunderthis substitutionthe propertyreducesto
AG(? ! A(: signedU ? )). This result indicatesnothing
other than that the truth of the propertydependson more

than the variablesin the SIGNING feature.Worsestill, re-
ducingtheunknown variablesto ? beforeveri�cation pre-
ventsreasoningaboutthe propertyoncefeaturesarecom-
posedand actualvaluesfor thosevariablesare available.
Usednaively, this approachseemsworsethanno modular
veri�cation at all!

To amelioratethissituation,ourprior work analyzedfea-
turesrelative to certainspeci�c combinationsof valuesfor
unknown propositions(asdescribedin Section5). This un-
fortunately leads to a potentially exponentialnumberof
both modelcheckingrunsandinterfacesfor modularver-
i�cation. A morescalablesolutionis clearlyrequired.

4. The Solution

4.1. Insight

Mappingall unknown propositionsto ? early in modu-
lar veri�cation incurspotentiallyhigh overheadin orderto
allow specializinginterfaceconstraintswith valuesof un-
known propositionswhenthey becomeknown (atcomposi-
tion time).Thekey insightof this paperis: parameterizing
interfacesover theunknownpropositionscontrols interface
explosionwithout sacri�cing precision. A secondary, and
moresubtle,insight is thatwecanparameterizeover these
propositionsdifferentlydependingon whetherthey are de-
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�ned in prior or subsequentfeatures.Fromtheperspective
of the SIGNING featureon propertyy , for example,there-
mailedpropositionis constrainedpropositionally(basedon
its valuefrom REMAIL), while mailed is constrainedtem-
porally (basedonpathsthatsatisfyit throughMAIL).

Givena featureF anda property, our methodologygen-
eratesa constraintconsistingof two formulas,onepropo-
sitional andthe othertemporal.The propositionalformula
summarizestheeffect of F on datapropositions.The tem-
poral formula constrainsthe behavior of featuresthat fol-
low F; sincethevalidity of thepropertyin F maydepend
on valuesof propositionssetin prior features,this tempo-
ral formulais parametricover theunknown propositionsof
F. (Thisassociationof thetemporalconstraintwith features
thatfollow F arisesfrom ouruseof CTL, which is a future-
time temporallogic.) Theseconstraintsbecomepart of a
feature's interface.

We use the interfacesgeneratedfor eachfeatureand
propertyto determinewhetherthat propertyholds over a
compositionof features.This reducesto the problem of
instantiatingthe parameterizedtemporal constraintsand
checkingtheir validity. Thevaluesfor theparameterscome
from boththepropositionalsummariesof prior featuresand
thevalidity of temporalconstraintsof laterfeatures.

Therestof this sectionusestheemail exampleto illus-
trateour techniquein more detail. We will assumethat a
productfamily will be built from a setof n featuresanda
baseproductfor the family. Assumethat the requirements
for featuresin the family are known, and have beenex-
pressedasCTL formulas.

4.2. Modelsof Featuresand Products

Spaceconstraintslimit usto a partialexplanationof the
foundationsbackingour informal presentation.We request
the interestedreaderto consultour extensive technicalre-
port [7], which offers a completeformalizationaswell as
full proofsof soundness.

Our formal model of feature-orientedsystemsviews
eachfeatureasasinglestatemachinewith potentiallymany
initial states.In realisticsystems,many entitiesparticipate
in afeature,soafeaturewouldbede�nedby aparallelcom-
positionof statemachinesfor eachsuchentity. Ourprevious
work shows how to reducemodelswhereeachfeaturehas
multiple statemachinesto the single-machinemodel[18],
sowe adoptthesingle-machinemodelherefor simplicity.

De�nition 1 A statemachineisatuplehS;S;D;S0;R;Tr;Fai
where

� Sis a setof states,

� S andDaresetsof input andoutputpropositions,

� S0 � Sis thesetof initial states,

F1 F3

F2

base product

s2

s1

s3
s4

s5

s6

b1 b2

d
m

Composed product

Figure 2. Inser ting a feature into a product

� R � S� PL(S) � S is the transitionrelation,where
PL(f ) denotesthe set of propositionallogic expres-
sionsover thesetof propositionsin f ,

� Tr : S ! 2D indicates which propositions are
set to true in each state, and Fa : S ! 2D indi-
cateswhich propositionsaresetto falsein eachstate
(8s2 S;Tr(s) \ Fa(s) = /0).

Thisde�nition is standard,with oneimportantexception.In
the style of opensystemswe analyzehere,the law of the
excludedmiddledoesnot hold: theabsenceof a labeldoes
not imply its falsity. Our modelthereforeemploys distinct
labelingfunctionsfor trueandfalselabels.

Feature composition adds edges between interface
states. Outgoing states have a connection speci�ca-
tion, a booleanexpressionover outputpropositions.Com-
position addsedgesfrom eachoutgoing state to all the
incomingstateswhosetrueandfalselabelssatisfythecon-
nectionspeci�cation.

De�nition 2 A baseproduct consistsof a statemachine
M andan interfacehfsoutgoinggSconnect;Routi suchthat if S
andR arethestatesandtransitionsof M, thensoutgoing2 S,
Sconnect� S, Rout is a set of connectionspeci�cationsfor
soutgoing, andRcontainsedgesfrom soutgoing to eachstatein
Sconnect(compositionreplacestheseedgeswith features).

De�nition 3 A feature is a statemachinecapturedby the
tuple(S;S;D;S0;R;Tr;Fa) with aninterfacehS0;Sexit ;Rexit i
anda setof datapropositionsD where

� All propositionsin D lie in thedomainof at leastone
of Tr or Fa.

� Sexit � S is the setof terminal statesof the feature;
thesestatesmusthaveout-degree0.

� Rexit is a setof connectionspeci�cationsfor statesin
Sexit .

Our formal model supportstwo techniquesfor com-
bining features:featurescanbe composedinto compound
features,and features(atomicor compound)canbe com-
binedwith baseproductsto form completeproducts.Fig-
ure 2 shows a product consistingof a baseproduct and
two featuresF1 andF3, andthe insertionof featureF2 into
this product.The insertion is performedvia an interface
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hfs1;s2g; f s6gi . The interface on F2 is hfs3g; f s4;s5g; /0i .
Compositionremovesthe dashededges(so control routes
throughthenew feature,with edgesreplacedby paths)and
addsthefour edgesthatconnectF2 to theproduct.

4.3. GeneratingConstraints

Givena featureanda property(expressedasa CTL for-
mula),thealgorithmgeneratesa temporal constraint thatis
parameterizedover the featuresattachedfore andaft, and
a data environment, which summarizesthe persistentdata
valuesthat the featurepassesto subsequentfeatures.The
temporalconstraintsanddataenvironmentform a feature's
interface.For a givensetof propertiesandfeatures,this in-
terfacecanbe generatedoncefor eachfeatureandreused
over multiple productassemblies.We now explain eachof
thesein turn.

Thetemporalconstraintgeneratoris a variantof thetra-
ditional CTL algorithm.It runson every subformulaof ev-
ery propertyand, insteadof returningonly truth or false-
hood,generatesa formula in a variantof CTL. This variant
languageis easilyexplainedwith anexample.Considerthe
property

j = AG(remailed! EFmailed)

which statesthat a messagemarkedasremailedcaneven-
tually be mailed.Generatingconstraintson j at the initial
state(r0) of REMAIL yieldstheannotatedformula

j r1 ^ (: remailed_ (remailed^ (EFmailed)r1))
^ j r2 ^ (EF mailed)r2

The subscripts(tags) on formulascontainnamesof termi-
nal statesin thefeature;a taggedformuladenotesthevalue
of thatformulain thesuccessorstatesto thetagstate(these
valuesareavailableat productassemblytime). Intuitively,
thisconstraintsaysthattheentirepropertymusthold in the
successorsto both r1 andr2 (from j r1 andj r2): this is ex-
pected,sincean AG propertymust hold in every stateof
the composedsystem.The constraintfurther requiresthat
control can eventually reacha mailed state from r1 un-
lessremailedis alreadyfalse. Theconstraintis simplerfor
r2, becausea path to r2 is known to satisfy the remailed
proposition.In general,the generatedformula usesnames
of propositionsto parameterizeover the dataenvironment
andtaggedsubformulasto parameterizeover theexit paths.

In contrastto thetemporalconstraint,whichdelimitsthe
behavior of subsequentfeatures,thedataenvironmentpro-
videspersistentpropositionalvaluesto subsequentfeatures.
Each featureeffectively updatesthe data environment in
turn for the next featurein the product.We computedata
environmentsvia a meet-over-all-pathsanalysis[26].2

2 Ourwork goesbeyonddata�ow analysisin thatit notonly gathersin-
formationbut alsoactuallyperformsveri�cation.

A dataenvironmentmapseachterminalstatest in a fea-
tureto asetof of pairshs0;Vi , wheres0 is aninitial stateand
V capturesthe latestvaluesassignedto propositionsalong
a pathfrom s0 to st . Thedataenvironmentfor the REMAIL

featureshown in Figure1 mapsstater1 to

hr0; /0i

(becausenodatapropositionsoccuronapathfrom r0 to r1)
andmapsstater2 to

hr0; fhremailed; trueigi

The propositionwantsRemail?doesnot appearin thedata
environment becauseit is a control proposition. Simi-
larly, the SIGNING feature's dataenvironmentmapss1 to
hs0; fhsigned; trueigi andstates2 to hs0; /0i .

Formal Details Thedetailsin this sectionareintendedfor
readersalreadyfamiliarwith theCTL modelcheckingalgo-
rithm.Dueto spaceconstraints,wedeferthefull algorithms
to thetechnicalreport.

Intuitively, the constraint-generationalgorithm (hence-
forth calledCONSTRAIN) partiallyevaluatesthegivenprop-
ertyover thefeature,undertheassumptionthatdatapropo-
sitions persistalong paths.The algorithm handlespersis-
tenceby storingthemostrecentvalueof eachdataproposi-
tion alongthecurrentpathin a variable(path-env).

CONSTRAIN hasthesamerecursivestructureastheCTL

model checker, but divergesfrom it to parameterizeover
dataenvironmentsandterminalstatepropertiesduring this
partialevaluation.Thesigni�cant deviationsarein thetreat-
ment of propositionsand of terminal states.For proposi-
tions, the resultof the CONSTRAIN algorithmdependson
thenatureof theproposition:

� The valuesof datapropositionsof the featurebeing
veri�ed comefrom thepath-env argument.

� If the propositionis a control propositionof the fea-
ture, its value comesfrom the labeling functionsTr
andFa. Controlpropositionscaptureuseror environ-
mentaldecisions,anddonotappearin path-env.

� If the propositionis a control propositionof another
feature,its valuemustbefalsein this feature.Thissit-
uationcanarisewhencheckinga propertythat is pri-
marily aboutonefeaturein anotherfeature.For exam-
ple, thewantsRemail? propositionin theREMAIL fea-
tureshouldbe treatedasfalse while analyzingSIGN-
ING. We provide otherexamplesof suchpropositions
in our prior work [29].

� Otherwise,thepropositionis a datapropositionof an-
otherfeatureandits valuewill (eventually)comefrom
theincomingdataenvironment.TheCONSTRAIN algo-
rithm insertsthe propositionitself into the constraint
formula, which parameterizesthe constraintover the
valuefrom thedataenvironment.
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In addition,whenthe CONSTRAIN algorithmreachesa
terminalstateof thefeature,it cannotevaluatetheformula
asthesuccessorstateswill not beavailableuntil composi-
tion time. The algorithmparameterizestheconstraintover
thepossiblesuccessorsby taggingthesubformulathatmust
holdat thosesuccessors.

Data environmentssummarizethe valuesassignedto
propositionsalongpathsbetweenspeci�c initial andtermi-
nal statesof a feature.

De�nition 4 LetF bea featurewith datapropositionsDP.
Let P be a path s0; : : : ;st in F where s0 is an initial state
andst a terminalstatein F.

1. Thedatavaluefor P is the setof tupleshp;vi where
p 2 DP andv is thelast valuefor p setonP.

2. Let st be a terminal stateof F. Thedataenvironment
of F at st is thesetfhs0;DVig such that s0 is an initial
statewith a pathto st andDV is thesetof datavalues
for all pathsfroms0 to st .3

The constraintdischarge algorithm will usedataenvi-
ronmentsto look up the last value given to a proposition
alongpathsbetweena particularinitial andterminalstate.
As theremaybemultiple suchpaths,it is possiblethatdif-
ferent pathsbetweenthe samestatesset a propositionto
differentvalues.Whenthis happens,thelookupmethodre-
turns? . This useof ? differs from that in our prior three-
valuedapproachin two key ways.First, this ? represents
“both valuesare possible” rather than “no information”,
which is useful for identifying whenpropertiesmight fail.
Second,this ? is introducedat compositiontime (whenall
informationis available)ratherthanprematurelyat feature
veri�cation time. Using ? thereforedoesnot re�ect a loss
of information,asit did in ourprior approach.

Subtlety When computingthe data environment for the
baseproduct,thealgorithm�rst removesall edgesbetween
the interfacestates.Baseproductsgenerallycontainedges
that restarttheproducton new data(suchasan edgefrom
the mailedstateto the init statein Figure1, not shown in
the �gure). Theseedgescancausedatapropositionsto in-
correctly leak acrossrunsof the product.Removing these
edgesensuresthat the dataenvironmentof the baseprod-
uct accuratelyre�ects the dataavailable to the featuresat
thestartof eachnew passthroughtheproduct.

4.4. Discharging Constraints

Dischargingaconstraintentailsreducingit to aconcrete
logicalvalueatcompositiontime.Recalltheconstraintgen-

3 A standard�xpoint constructionhandlesin�nitely many paths.

eratedfrom propertyj for REMAIL:

j r1 ^ (: remailed_ (remailed^ (EFmailed)r1))
^ j r2 ^ (EF mailed)r2

To reducethis to a value,we needconcretevaluesfor the
remailed propositionand for the taggedtemporalformu-
las.The valueof the former comesfrom thedataenviron-
mentsummarizingtheprecedingfeatures.Thevaluesof the
lattercomefrom discharging constraintson thesubsequent
features,andpropagatingthe results.Theprocessinvolves
threesteps.

First, theconstraintgenerationphaseproduceddataen-
vironmentsfor eachprecedingfeatureindividually. To sum-
marize the precedingfeaturescollectively, we compose
their dataenvironments;this composeddataenvironment
offers a concretelogical value for eachpropositionin the
constraintto bedischarged.Composingdataenvironments
Di andD j yields a dataenvironmentover thepropositions
in eitherDi or D j , wherevaluesfrom D j overridevalues
for thesamepropositionsfrom Di . Composingthedataen-
vironmentsgiven above for REMAIL and SIGNING (corre-
spondingto featurecompositionvia thedashedtransitions
in Figure1) yieldstheenvironmentthatmapss1 to

hs0; fhsigned; truei ;hremailed; truei gi

andstates2 to hs0; fhremailed; trueigi .
Second, we substitute propositions with their val-

ues from the composeddata environment. In the con-
strainton REMAIL, for instance,we replaceremailed with
thevaluetrue from thedataenvironmentabove.

Finally, thevaluesof thetaggedtemporalformulascome
from the resultsof discharging constraintson the subse-
quentfeatures.Assumewe have �nished discharging con-
straintson the SIGNING feature,which follows REMAIL in
our runningexample.Discharging constraintson SIGNING

resultsin concretevaluesfor eachsubformulaof j in the
initial states0 of SIGNING. Theconstrainton REMAIL con-
tains the taggedsubformula(EF mailed)r1. We substitute
the valueof (EF mailed) in s0 for (EF mailed)r1 (because
s0 is thesuccessorto r1 in thecomposedsystem).Repeat-
ing this stepfor eachtaggedsubformulain the constraint
yields a propositionalformula, which a validity checkre-
ducesto a concretevalue. This value becomesthe value
of j r0 whendischarging constraintson the precedingfea-
tures.Notethatthissteprequiresonly substitutionof previ-
ouslycomputedresults,not modelchecking;hencetheap-
proachis compositional.This stepmay, however, require
three-valuedpropositionalreasoningasdataenvironments
may return? for somepropositions(hencethe methodis
incomplete).4

4 Thismethodis unoptimizedandchecksthevaluesof many constraints
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Summary To summarizetheprocess,assumetheclienthas
chosena sequenceof m of theoriginal n featuresto assem-
ble into a product,andhascomposedthe featuresin order
alongwith abasefeature.Let F1; : : : ;Fm denotefeatures,Di
thedataenvironmentinducedby Fi , � acompositionopera-
tor for dataenvironments,Ci thetemporalconstrainton Fi,
andcheck(Ci) the result of discharging constraintCi . The
following stepssummarizethemethodology:

step compute using
1. check(Cm) check(base)andD1 � : : : � Dm� 1
2. check(Cm� 1) D1 � : : : � Dm� 2 andcheck(Cm)

...
m. check(C1) D1 � : : : � Dbaseandcheck(C2)

Finally, usecheck(C1) to dischargeconstraintson thebase
product.If theconstraintonapropertyj holdsin theinitial
stateof thebaseproduct,thenj holdsof thecomposedsys-
tem.If avalidity checkonj fails to returntrue at theinitial
stateof somefeature,theremayexist apaththatfails to sat-
isfy thatproperty;potentialfeatureinteractionsarereported
in this instance.

Subtlety When computingconstraintsand data environ-
mentsfor thebase,we divide thebaseinto theportionsthat
precedeandfollow theintroductionof new features;remov-
ing the edgesbetweenthe interfacestatesof the baseac-
complishesthis. No featuresfollow the �nal statesin the
baseproduct,so generatingcheck(base)amountsto stan-
dardCTL modelchecking.

4.5. Where DoesVeri�cation Actually Happen?

Whena systemviolatesa property, it might dosoin one
of threedifferentscenarios.First,a featureimplementation
is inherentlyincorrect,andtheerrorcanbedetectedby an-
alyzingthatfeaturealone.Second,thefeatureimplementa-
tion is incorrectin thepresenceof somebut notall collabo-
ratingmodules.Third, eachof thefeatureimplementations
is valid, but their compositioninteractsin a way that vio-
latesa systemproperty.

Constraintgenerationdetectserrors of the �rst kind.
It traverseseachfeatureto derive the assumptionsunder
which the propertyholds; if the featureitself violatesthe
property,constraintgenerationwill returnfalse. Thisisakin
to propertyviolation in traditionalmodelchecking.

Errorsof the secondandthird kind do not get detected
until constraintdischarge.Theseerrorsmanifestduringdis-
charge in the form of a constraintevaluatingto false. If
discharging completeswith all constraintchecksreturning
true, then the propertyholds over the composedsystem.
Additional traversalof thestatemachinesis not requiredto

whosevaluesare unusedat assemblytime. An optimized version
would checkonly thoseconstraintsthat areneededto discharge the
taggedformulasin otherstates.

detecteitherkind of error. All statemachinetraversalhap-
penedduringtheinitial constraintgeneration.

4.6. Soundness

The proposedmethodologyis soundif using it to ver-
ify a propertyyields thesameresultasverifying theprop-
erty with standardmodelcheckingin theinitial stateof the
composedsystem.Theheartof theargumentis thatcheck-
ing a constraintat a particularstateof a featureF undera
givendatavalueV (De�nition 4) yields thesameresultas
verifying the constraintin that statein an augmentedfea-
ture FV

0 that setsvaluesof propositionsaccordingto the
datavalue.Sucha resultde�nes how propertieswould be
evaluatedin thecomposedsystem,whereall datapropaga-
tions occur naturally and thereis no needfor a temporal
constraintbecausetheentirestatespaceis availableatanal-
ysistime.Thisargument(formalizedin thefollowing theo-
rem)summarizestheoverall soundnessproof. Thedetails,
includingproofs,arein thetechnicalreport.

Theorem1 LetF1 andF2 befeatures,sbea statein F1, and
j a CTL formula.LetV bea datavaluecominginto F1. Letc
betheresultof CONSTRAIN(F1; j ;s). Letc0bec with every
annotatedformula y st replacedwith the valueof y (true,
false, or ? ) in the initial stateof F2. ThenF1V

0� F2;s j= j
if V satis�esc0.

5. Experimental Study

Wehaveimplementedthemethodologydescribedin this
paperand testedit on featuresandpropertiesfrom Hall's
emailcasestudy[23]. Our experimentwasintendedto de-
terminewhetherthe parameterizedconstraintsweresuf�-
cientfor modularlypredictingtheresultsof verifying prop-
ertiesin thecomposedproduct;in otherwords,we wanted
to test how often the incompletenessof our approachaf-
fectedveri�cation in practice.

Becauseour algorithmis differentfrom ordinarymodel
checking,we cannotreusean off-the-shelfmodelchecker.
Wehavethereforeimplementedourown prototypechecker.
Sincethecheckeris aprototypebuilt asaproof-of-concept,
theperformancenumbersarenot very meaningful.Never-
theless,theperformancewouldbesimilar to thatof amodel
checker, dueto thedeepstructuralsimilarity betweena CTL

modelcheckerandour CONSTRAIN algorithm.
Hall's casestudy containsthe following features:ba-

sic mail delivery, digital signatures,forwarding, anony-
mousremailing,encryption,decryption,signatureveri�ca-
tion, auto-reply, �ltering (basedonsender'shostname),and
mail hosting.Therequirementswe veri�ed are:

1. Oncea messageis signed,the sender�eld is not al-
tereduntil themessageis deliveredor received.
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2. When a messageis readyto be remailed,it is never
mailedoutwith thesender's identityexposed.

3. If a receiver tries to verify a signature,thenthe mes-
sagemustbeveri�able.

4. Whenamessageis encrypted,it is neverdecryptedand
thensentin theclear.

5. If amessageis to beremailed,it is formattedcorrectly
for theremailerto processit.

6. If anauto-responseis generated,the responseeventu-
ally is deliveredor received.

7. Thereis no loop wheremessagesarein�nitely mailed
backandforth.

8. If a messageis forwarded,it is eventuallydeliveredor
received.

9. If the auto-responderrepliesto a message,then that
message'ssubjectline mustbein theclear.

10. If an outgoing messageis signed,its body is never
changedunlessis it deliveredor retrieved.

11. If a mailhost generatesan error message,then that
messageis eventuallyretrievedor delivered.

Eachof thesepropertiesholdsin thefeaturethatimplements
it. Eachpropertyalsofailswhenthefeaturethatimplements
it is composedwith another(speci�c) feature.Theseprop-
ertiesarethereforeusefulfor testinga modulartechnique.

Ourexperimentwassuccessful,in that:

1. our techniquecorrectlydetectedthatthesystemfailed
eachof theseproperties,

2. error detectionrequiredno traversalsof the features
beyondtheconstraint-generationphase,and

3. constraintdischarge�agged theerrorsthroughpropo-
sitionalchecksalone.

Theincompletenessof ourtechniquedid notappearin prac-
tice,asthemethodologydid not return? onany property.

6. Perspective and Future Work

Our casestudyshows that our new techniquesupports
modular veri�cation at least as well as our prior, three-
valued,technique[29]. The following tableshows thekey
differences:

Prior New
Traversalsperinterfacegeneration 6 1
Persistentdatapropositionshandled weakly yes
Propertieslifted to entiresystem no yes
Eachfeaturetraversedperproperty no yes

The parameterizedinterfacesin the new techniquereduce
the numberof statemachinetraversalsrequired.The old
techniqueavoidedthesubtletiesin handlingpersistentdata
propositionsby reducingopenpropositionsto ? ; the new
techniquehandlesthemdirectly with dataenvironments.

Thenew techniqueappearsinferior to theold technique
only in thelast line of thetable,but this disadvantageis re-
latedto the advantagein the third line. The old technique
did notalwaysneedto traverseeachfeatureperpropertybe-
causethegoalin theprior work wasto detectwhenonefea-
tureviolatedpropertiestruein theinitial stateof another:it
did not attemptto “lift” thepropertiesof onefeatureto the
(initial stateof the) entirecomposedsystem.In this work,
we haveshiftedour attentionto proving system-wideprop-
erties.Our algorithmdetermineswhethera propertyholds
in theinitial stateof theentirecomposedsystem.Traversing
eachfeatureperpropertyis anunoptimizedway to accom-
plish this lifting. In practice,we believe we can optimize
this by makingsomeof the traversalslessexpensive (e.g.,
checkingreachabilityinsteadof computingconstraints).

Traversingeachfeatureper propertyappearsto defeat
thebene�t of modularveri�cation, whichis usuallyto avoid
traversing the entire statespace.Our previous comment
aboutoptimizationspeaksto this issue,but thereis a more
fundamentalanswer. In aproduct-linecontext, modularver-
i�cation avoids traversing each featureper property per
composedproduct. Giventhata setof featurescanyield an
exponentialnumberof products,limiting statespacetraver-
sal to onceper featurerepresentsa signi�cant costsavings
overnaiveveri�cation. Ouralgorithmprovidesthis.

Ourwork doesmakesomesimplifying assumptionsthat
we intendto address.First, while featuresmaycontaincy-
cles internally, the graphof connectionsbetweenfeatures
mustform aDAG.This is lessof arestrictionthanit seems,
becausefeaturecompositionsoften take the form of pipe-
and-�lter systems.Indeed,ourarchitectureis verysimilarto
a versionof theJackson-Zave DFC modelof features[24]
restrictedto staticcomposition,andis thereforeuseful for
modelinga wide variety of systems.(The systemsusedin
casestudiesby Batory's group, suchas FSATS [6], also
obey thismodel.)Also, theCONSTRAIN algorithmassumes
thatnocyclewithin a featuresetsthevalueof adatapropo-
sition (it handlesall otherinternalcycleswithout imposing
any restrictions—thus,for instance,it canfreelyhandlesys-
temswith assignmentsto local datasuchasloop counters).
We couldrelaxthis by settingtheproposition'svalueto ? ,
but ourcasestudydid not requireit.

7. RelatedWork

Thereis asigni�cant bodyof work onopensystemveri-
�cation. Theopennessin prior work stemsfrom bothuncer-
tainty in transitionsandignoranceof propositions.Kupfer-
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man,VardiandWolperaddresstheformer[27]. Theirwork
considersthe failure of propertiesdueto valuesgenerated
by environmentmodels.In particular, theirmethodologyre-
quiresa propertyto hold in all environments;it doesnot
classifytheenvironmentsin which a propertyfails to hold.
In features,however, many propertyviolationsarisein only
somecontexts but not all. The Kupferman,et al. approach
is thereforetoo restrictive in thissetting.

BrunsandGodefroidconsiderpropertiesthatarisefrom
partial Kripke structures,thereforehaving propositionsof
unknownvalue[9, 10]. They useathree-valuedlogic to pre-
servepropertiesof thepartialsystemin thecompletestruc-
ture.They handlethelack of parameterizationunderthree-
valuedlogic by performingtwo modelcheckson formulas
with unknown values,oneassumingall ? valuesare true
(optimistic) andoneassumingall ? valuesarefalse(pes-
simistic). A generalizationof BrunsandGodefroid's tech-
niqueis to usemulti-valuedmodelchecking,pioneeredby
Chechik,EasterbrookandDevereaux[14]. Neitherof these
bodiesof work discussescompositionalveri�cation.

Compositionalveri�cation is a well-explored idea [1].
Most of this work, however, examinesthe problem for
parallel compositionand assumesthat compositiondoes
not addbehavior to modules.The sequentialcomposition
model of featuresviolates this assumption.Furthermore,
few explicitly handleopensystemsin which the existence
of propositionsis unknown at moduleanalysistime andal-
mostnoneconsiderhow to generateinterfaces,aswe do.

Our work on interface generationhas an analog for
parallelcomposition:Giannakopoulou,P�as�areanuandBar-
ringer[20] generateautomataasinterfacesfor labeledtran-
sition systems.Giventhedifferencein compositionmodel,
therelationshipbetweenourworksis unclear. Houdini [19]
infers annotationsfor ESC/Java, but theseannotationsare
notproperty-drivenandtheapproachis not truly modular.

Somework considersmodular model checkingunder
sequentialcontrol �o w [2, 16, 28]. Those works focus
on making veri�cation of a single systemmore tractable.
Our work targetstheplug-and-playworld of product-lines,
which requiresconstraintand interface generationrather
than just model checking.Noneof thoseworks explicitly
handletheopensystemsanddatapersistenceproblemsdis-
cussedhere.

Ourapproachto constraintgenerationresemblestempo-
ral querychecking,originally dueto Chan[12]. Chan'sap-
proachassumedone variableper temporallogic formula
and instantiatedit with a propositionalformula over vari-
ablesin the model. Gur�nk el et al. [21] and Bruns and
Godefroid[11] supportmultiple variablesbut still generate
propositionalconstraintsover model variables.Our work
generatestemporalconstraintsoverpropositionsthatarenot
in themodel(sincefeaturesareopensystems).Our tempo-
ral constraintsusesubformulasof agivenpropertyformula;

this restrictedcontext enablestemporalconstraintgenera-
tion in opensystems.

Our methodologydetectsa specialcaseof featureinter-
actionerrors[3, 8, 25], correspondingroughlyto whatHall
calls Type II interactions[22]. Noneof the othercitedap-
proachesdetectinteractionscompositionally. Chechikand
Easterbrookreasonaboutcompositionsof concernsusing
multi-valuedmodelchecking[13]. Their framework identi-
�es whichconcern(feature)is responsiblefor propertyvio-
lationswhencheckingcomposedsystems,but doesnot ad-
dressproving propertiesthroughcompositionalreasoning.

Reussner[32] givesa theoryof parameterizedcontracts.
Thesecontractsrecognizethat,whenreusinga largecom-
ponent,different clients will needonly partsof it; corre-
spondingly, clientsshouldneedto satisfyonly a partof the
component's precondition.To supportthesescenarios,this
techniquespecializesinterfacesat compositiontime, em-
ploying automata-theoreticalgorithmsto computethesein-
terfaces.In this respect,it is relatedto the constraintswe
derive. However, it assumesthe existenceof a fairly com-
plete(manual)descriptionof the component's behavior as
the startingpoint for specialization,ratherthanexploiting
thepropertiesto automaticallygeneratetheinterfaces.

8. Summary

This paperpresentsa compositionalmethodologyfor
verifying featuresasopensystems.By de�nition, any tech-
niquethatattemptsto verify opensystemsmodularlymust
contendwith insuf�cient information.Thetechniquein this
paperexploits a key insight aboutthe natureof openness
in compositionalfeatureveri�cation: opennessarisesfrom
bothpropositionalvalues�o wing into a featureandtempo-
ral constraintson thecontrol�o w leaving a feature.

Concretely, this paper presentsan algorithm that de-
rives parameterizedinterface information to accountfor
openness.We employ a �o w analysisto derive a proposi-
tionalformulasummarizingthedatavaluesthateachfeature
provides to subsequentfeatures;usinga variantof model
checking,we derive a temporalconstrainton the succes-
sor statesof eachfeature.A seriesof simplepropositional
checkson theresultingconstraintsat compositiontime de-
termineswhethercompositionsof featuresviolate system-
wideproperties.Thisapproachis compositionalbecausethe
latterchecksrely only onthegeneratedinformation,anddo
not re-visit theinnardsof individual features.

This techniqueimproveson prior approachesthat em-
ploy three-valuedmodelcheckingto addressopenness.By
separatingthesourcesof openness,we areableto limit the
useof three-valuedreasoningto thepropositionaldataand
to compositiontime alone.This leadsto interfacesthatare
simplerandmoreaccuratewithouta largeexplosionin their
size.In addition,our techniqueperformsonly propositional
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calculation,notmodelchecking,atcompositiontime,mak-
ing this a lightweightstep.
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