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Abstract

A new static program analysis method for checking
structural properties of code is proposed. The user need
only provide a property to check; no further annota-
tions are required. An initial abstraction of the code
is computed that over-approximates the e�ect of func-
tion calls. This abstraction is then iteratively re�ned in
response to spurious counterexamples.The re�nement
involves inferring a context-dependent speci�c ation for
each function call, so that only as much information
about a function is used as is necessary to analyze its
caller. When the algorithm terminates, the remaining
counterexample is guaranteed not to be spurious, but
becausethe program and its heap are �nitize d, absence
of a counterexampledoes not constitute proof.

1. In tro duction

Software model checkers typically work by extract-
ing a state machine from the code. Procedurecalls are
treated as control constructs; the abstraction bound-
aries that they represent are not usually exploited in
the subsequent analysis. This is odd, since the modu-
larization of the code into procedureswas presumably
chosenin order to make reasoningeasier.

More traditional program veri�cation approaches,in
contrast, made extensive useof the program structure
in structuring the analysis. Each procedure would be
checked against its speci�cation, using speci�cations of
the called proceduresas surrogates for their code. If
these approaches could be automated, we might have
the best of both worlds: a fully automatic analysisthat
exploits the modularit y of the code.

Moreover, software model checking techniques usu-
ally addressonly temporal properties; the traditional
approachesaccommodate arbitrary properties that re-
late the values of the program state before and after
execution of a procedure.

Sometools have beendeveloped that aim at exploit-
ing the structure of the program. ESC/Java[9], for
example,extracts veri�cation conditions from a proce-
dure, and presents them for proof (or refutation) to a
specially tailored theorem prover. The tool has been
applied successfullyto substantial programs,but it suf-
fers from an obstaclethat severely limits its applicabil-
it y in practice. It turns out that the burden of writ-
ing speci�cations for the called proceduresis consider-
able. Moreover, to analyze a procedureat the root of
a large tree, every procedurein the tree must be anno-
tated. Jalloy[15], a counterexample detector for Java
programs,su�ers from the sameproblem, and although
it can inline called procedures,such inlining does not
scale.

This paper proposesa strategy to overcomethis ob-
stacle. A procedure-basedanalysis is performed that
requires speci�cations of called procedures, but the
speci�cations are inferred from the code rather than
being provided by the user. Of course, determining
the perfect speci�cation that summarizesthe exact be-
haviour of a procedure is not feasible. For this ap-
plication, however, it is su�cien t to summarize only
those aspects of the behaviour that are relevant in the
context of the calling procedure. Our inferencescheme
exploits this. In fact, the inferred speci�cations aresen-
sitive not only to the calling context, but also to the
property being checked. As a result, a very rough spec-
i�cation is sometimessu�cien t, becauseeven though it
barely captures the behaviour of the called procedure,
it neverthelesscapturesenoughto verify the caller. By
starting with the roughest speci�cation �rst, and re-
�ning it as needed,our scheme ensuresthat no more
inferencework is done than is necessary.

The fundamental idea underlying the strategy is
a familiar one: counterexample-guided re�nement of
an abstraction[3]. The key steps are as follows: (1)
the analysis is applied to an abstraction of the code;
(2) if no counterexample is found, the analysis termi-
natesand hassuccessfullyveri�ed the code(against the
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Figure 1. An Overview of the Framework

given property); (3) if a counterexample is found, it is
checked for validit y; (4) if the counterexample is valid,
a fault hasbeendiscoveredand the analysisterminates;
otherwise (5) a more re�ned abstraction is computed,
and the processis repeated.

This general scheme has been applied in a number
of di�eren t contexts[1, 12, 8, 7]. Our approach dif-
fers from all of these in that the abstraction and its
subsequent re�nements follow the abstraction bound-
aries of the code itself. To our knowledge,all previous
applications of this idea to software analysisinvolve re-
�nement of predicate abstractions[10]. Our approach,
in contrast, re�nes the speci�cations usedto represent
the behaviour of called procedures.

This paper describesa framework for counterexam-
ple-guided re�nement of procedure speci�cations. It
assumesan underlying analysis in which counterexam-
plesare found by solving constraints extracted from the
code and speci�cation. The framework itself is not de-
pendent on any particular properties of the logic used,
although we use the Alloy modelling languageas the
logic, and a SAT solver as the constraint solver. In
order to handle undecidable properties of data struc-
tures, the program is �nitized (by bounding the number
of loop unrollings, as in ESC/Java and Jalloy), and the
spaceof possibleheapsis �nitized too (by limiting the
heap's size). Consequently , although counterexamples
are guaranteed not to be spurious, their absencedoes
not constitute proof of correctness. The framework,
however, does not depend on these compromises,and
seemsto hold promisefor application in other contexts,
such as the method recently proposedby Flanagan[7].

The rest of the paper is organized as follows: Sec-
tion 2 gives an overview of our framework. Section
3 describes the basic structures. Section 4 gives the
analysis steps. Section 5 describes our implementa-
tion. Section 6 describes our experiments. Section 7
givesrelated work, and Section 8 concludesthe paper.

2. Overview

Our analysis is focusedon checking code against a
property given as a (partial) speci�cation of a proce-
dure selectedby the user. We particularly target struc-
tural properties, i.e., properties that constrain the con-
�guration of the heap after the execution of a proce-
dure. The property can be expressedin any language
that can be converted to a set of logical constraints.

Figure 1 shows our analysis framework. It consists
of the following phases:

Abstraction: We construct an initial abstract pro-
gram from the given program by replacing all proce-
dure calls in the analyzed procedure with some ap-
proximate speci�c ations. This abstraction is an over-
approximation of the original code: all feasibleexecu-
tions of the original code are feasible in the abstract
program, but not vice versa.

Translation: The abstract program is translated to
a set of constraints that constitute a logical formula.
The translation preserves the semantics of the code:
any execution in the abstract code correspondsto a so-
lution satisfying the generatedformula and vice versa.
Our method is independent of exactly how this trans-
lation is done, as long as it is semantics-preserving.

Solving: The formula generated in the previous
phase is conjoined with the negation of the user-
provided assertion. It is then given to a constraint
solver to �nd a satisfying solution, called an abstract
trace. An abstract trace denotesan execution in the
abstract program that violates the assertion. If no so-
lution is found, the assertionholds in the abstract pro-
gram and thus in the original (�nitized) program.

Validit y Check: An abstract trace suggestsa be-
havior for each eliminated procedureby assigningval-
ues to its inputs and outputs. The validit y of each
suggestedbehavior is checked in the original program,
again using a constraint solver. If a behavior is valid,
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the solution found in this phase is used to concretize
the abstract trace. If the behaviors of all procedure
calls are valid, the trace is a feasible counterexample
and is returned. However, if the inputs and outputs as-
signedto a proceduredenote an invalid behavior, they
represent an invalidity witness.

Speci�cation Inference: A moreprecisespeci�ca-
tion is inferred for the procedurecorresponding to the
found invalidit y witness. We use a constraint solver
capableof generatingproofs to construct a proof of in-
validit y for the witness. A speci�cation that rules out
the given invalid behavior is then extracted from the
proof. Subsequently , the abstract program is re�ned
by conjoining this new speci�cation with the old one,
and the processstarts over.

2.1. Moti vating Example

The example given in Figure 2 illustrates our
method. The intersect function is selectedfor anal-
ysis. It takes two lists of integersand returns a list of
the elements that appear in both of them. The given
property assertsthat if either one of the input lists is
empty, the returned list is also empty.

For simplicit y, let us assumethat the �nitized code
(not shown here) unwinds the loops only once. Fig-
ure 3.a shows the initial speci�cations computed for
each called function. A speci�cation is a logical for-
mula whose elementary subformulas update variables
and �elds. The keyword $return denotesthe returned
value of a function. A question mark denotesa nonde-
terministic computation that yields any valueof the ap-
propriate type arbitrarily . For example,$return  ?
in the speci�cation of contains says that any boolean
valuemay bereturned; ?.val  ? says that the value
of the val �eld for any List object may be set to any
integer. Any variable or �eld not assigneda value in
a speci�cation has the samevalue beforeand after the
execution of the function.

The initial abstract program is presented in Figure
3.b. The line numbers shown in this �gure correspond
to the line numbers given in Figure 2. The speci�ca-
tions shown in Figure 3.a are inlined at the call points
of their corresponding functions.

This abstract program and the negation of the given
property are then translated to a set of constraints.
The abstract trace shown in Figure 4 is found by a
constraint solver asa counterexample. Each line in this
�gure consistsof a line number, a program state and a
statement from the abstract program that is executed.
The line numbers correspond to the line numbers in
Figure 3 and show the control 
o w of the execution.
The program state at each line shows the valuesbound
to the variablesbeforethe executionof the statement in

class List {
int val;
List next;

List(int v) {
val = v;
next = null;

}
/** assert:

(l1 = null) || (l2 = null) => $return = null **/
static List intersect(List l1, List l2) {

0: List res = null;
1: while (l1 != null) {
2: boolean cnt = contains(l2, l1.val);
3: if (cnt)
4: if (res == null)
5: res = new List(l1.val);
6: else
7: res.add(l1.val);
8: l1 = l1.next;
9: }
10: return res;

}
void add(int v) {

List c = new List(v);
List l = this;
while (l.next != null)

l = l.next;
l.next = c;

}
static boolean contains(List l, int v) {

while (l != null) {
if (l.val == v) return true;
l = l.next;

} return false;
}}

Figure 2. Example

that line. Becauseof spacelimitations, the unchanged
valuesare not repeated.

In this trace, the contains function and the List
constructor are called. The valuesassignedto the non-
deterministic computations aresuch that the contains
function (Line 2) returns true for the inputs int0
(l1.val ) and a null list (l2 ). Furthermore, the
List constructor (Line 5) assignsint1 instead of int0
(l1.val ) to res.val . Both of these behaviors are in-
valid. The behavior assignedto the contains function
is analyzed �rst, by checking the original code of this
function against the valuesgiven to its inputs and out-
puts. Since the behavior is invalid, it is marked as an
invalidit y witness and no further validit y checking is
performed at this stage.

A constraint solver is then usedto generatea proof
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List.List(v):[$return.val <- ? && $return.next <- ?]
List.add(v):[?.val <- ? && ?.next <- ?]
List.contains(l, v):[$return <- ?]

(a)
class List {

int val;
List next;

static List intersect(List l1, List l2) {
0: List res = null;
1: if (l1 != null) {
2: [boolean cnt <-?] //contains(l2, l1.val)
3: if (cnt)
4: if (res == null)
5: [res.val <-? && res.next <-?]//List(l1.val)
6: else
7: [?.val <-? && ?.next <-?] //res.add(l1.val)
8: l1 = l1.next;
9: } <assert l1 == null>
10:return res;
}}

(b)

Figure 3. (a) Initial Speci�cation of the Called
Functions. (b)Initial Abstract Program

for the invalidit y of the inputs and outputs assignedto
the contains function. The following speci�cation is
then extracted from the proof.

List.contains(l, v): [l <- l2 && v <- l1.val &&
(l = null => $return <- false) &&
(l != null => ($return <- ? && l <- ?))]

The generated speci�cation only includes those
parts of the contains function that are relevant to the
found counterexample; the rest of the function is still
abstracted. This new speci�cation is inlined at the call
point of the contains function and the processstarts
over. In this example, the analysisof the new abstract
program generatesno counterexamples. Thus, the pro-
cessterminates and the property has beenvalidated.

3. Basic Structures

3.1. Abstract Program

Syntax. An abstract program is constructed to
check the correctnessof a procedure selectedby the
user, called the initial procedure. Our framework can
be applied to any programming languagethat supports
proceduredeclarationsand can be translated to logical
constraints. We use a subset of Java syntax shown in
Figure 5 to illustrate our approach.

0: [l1.val = int0, l1.next = null,
l2 = null] res = null;

2: [res = null, ...] cnt <- ?
5: [cnt = true, ...] res.val <- ? && res.next <- ?
8: [res.val = int1, res.next = null,..] l1 = l1.next;

10: [l1 = null, ...] $return = res;

Figure 4. Abstract Trace for the Example

An abstract program consistsof a set of classdecla-
rations that may contain procedurede�nitions. A pro-
cedure is de�ned by a name and a sequenceof formal
parameters and may return a value. A statement can
be a local variable de�nition, an assignment, a branch,
a return statement or a procedure call. It is assumed
that expressionsare free of side e�ects. Branch con-
ditions are boolean predicates represented by pred. A
procedure call in an abstract program is a triple con-
sisting of a 
ag, the name and actual parameters of
the procedure, and a speci�cation. A 
ag can be ei-
ther transparent or opaque. A transparent 
ag means
that the body of the called procedure will be inlined
in the calling context during the analysis. An opaque

ag, on the other hand, meansthat the provided spec-
i�cation will be used for the called procedure during
the analysis.

Since the analysis is done on a �nitized program,
there are no loops in our language. All loops and re-
cursive calls in the original program are assumedto be
unwound some �xed number of times before the ab-
straction.

Semantics. We use program points to denote the
control points in a program. A program point corre-
sponding to a procedurecall is called a call point . The
set of program points and call points of a program are
represented by � and 	 respectively (	 � �). Further-
more, we de�ne s� to denote the statement from the
original program that corresponds to a program point
� . Thus, for a call point  , s denotesthe procedure
called corresponding to  .

A program state � is de�ned at each program point
� as a mapping from variables accessibleat � to some
values. The set of all possible states of a program is
denoted by �.

Each program statement can be viewed as a transi-
tion in the state of the program and thus, represented
by a set of pairs of program states, i.e. s � � � �.
That is, a pair of program states (� ; � 0) is included in
the set de�ning a statement s if and only if executing
s in the state � can result in the state � 0.

Transformations. Two transformations are de-
�ned on abstract programs: close and open. Given
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program ::= classDecl*
classDecl ::= class class f fieldDecl* procDecl* g
fieldDecl ::= class field;
procDecl ::= class proc (paramDecl*)f stmt g
paramDecl ::= class var,
stmt ::= class var | var = new class()

| var = expr | expr.field = expr
| if pred stmt else stmt
| return expr | procCall
| stmt; stmt

procCall ::= flag proc(expr*) <spec>
flag ::= transparent | opaque

Figure 5. Syntax for Abstract Program

spec ::= var <- expr | var <- ? | ?.field <- ? |
var = expr | !spec | spec && spec |
spec || spec | spec => spec

Figure 6. Syntax for Speci�cation

an abstract program, the closetransformation changes
the 
ags of all procedurecalls to opaque,i.e. abstracts
all procedure calls. The open transformation, in con-
trast, takesan abstract program and a call point and
changesthe 
ag at that call point to transparent, i.e.
inlines one procedurecall.

3.2. Speci�cation

A speci�c ation describes the behavior of a pro-
cedure in a calling context either exactly or over-
approximately. As shown in Figure 6, a speci�cation
is a logical formula. The  sign denotes an assign-
ment whereas= is an equality predicate. var  expr
changesthe value of the variable var to the expression
expr . A question mark in an assignment denotes a
nondeterministic value. It can be replaced with any
computation of the appropriate type. Thus, var  ?
allows the value of var to change arbitrarily whereas
?.field  ? allows an arbitrary changein the value
of the given �eld in any object of the appropriate type.
Furthermore, the logical operators negation, conjunc-
tion, disjunction, and implication are respectively de-
noted by ! , &&, || , and =>. Any variable or �eld not
assigneda value in the speci�cation of a procedure is
assumedto have the samevalue before and after the
procedurecall.

3.3. Abstract Trace

An abstract tracedenotesan executionof an abstract
program represented by a sequenceof pairs of program
points and program states, i.e.

�� � �!
� � �. Two consecu-

tiv e pairs (� ; � ) and (� 0; � 0) in a trace t mean that s� 0

is executedimmediately after s� , and that � and � 0 are
the program states before the execution of s� and s� 0

respectively. It should be noted that the program state
of the �rst pair denotesthe initial state of the program
which de�nes an initial heap con�guration. The pro-
gram state of the last pair represents the �nal state of
the program. The program point of the last pair is a
dummy point indicating the end of the program.

In an abstract trace t, the state of the program at
a point � is denoted by statet (� ). Furthermore, for
a program state � , succt (� ) gives the program state
immediately following � in t. (The �nal program state
doesnot havea successor.)A trace t is valid if and only
if at each program point � included in t, the transition
of the program state is consistent with the semantics of
the statement corresponding to � as expressedin the
original program. That is,

t is valid ( ) 8(� ; � ) 2 t; (� ; succt (� )) 2 s�

3.4. Invalidity Witness

An invalidity witness is a triple of a program point
and two program states (� ; � ; � 0) where the state tran-
sition from � to � 0 is not consistent with the seman-
tics of the original statement corresponding to � , (i.e.
(� ; � 0) =2 s� ).

4. Basic Computations

4.1. Abstraction

During the abstraction phase, initial speci�cations
are computed for all procedurecalls. Initial speci�ca-
tions could allow any arbitrary behavior for the proce-
dures. However, starting with more precisespeci�ca-
tions can result in fewer re�nements.

The initial speci�cation we compute for a procedure
aims at preserving its frame conditions, i.e. any vari-
able or �eld not mutated by the procedure is not mu-
tated in the speci�cation. However, not all frame con-
ditions can be computed statically. For example, if
a program usesdynamic dispatching so that di�eren t
procedurebodies are bound to a single procedurecall
in di�eren t executions, computing exact frame condi-
tions statically is impossible. Consequently , we com-
pute conservative speci�cations: any memory location
that may be changedby a procedurecall is allowed to
change.

Figure 7 givesour abstraction rules. For a procedure
p calledat a program point  , the global setG denotes
the set of all objects accessibleboth in p (the callee)
and at  (the caller). Any change made by p to an
object in G is visible to its caller.
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� [var = new class] = var  ? (if var 2 G)
� [var = expr] = var  ? (if var 2 G)
� [expr.field = expr] = ?.field  ?
� [if pred s else s'] = � [s] && � [s']
� [return expr] = $return  ?
� [proc(expr*)] =� [stmt] (where proc(var*){stmt })
� [s; s] = � [s] && � [s']

Figure 7. Abstraction Rules

The abstraction function � constructs a conservative
speci�cation for a procedurecall basedon its global set.
As shown in Figure 7, any modi�cation by a procedure
to an object in its global set is re
ected as a nonde-
terministic assignment in the procedure'sspeci�cation.
In order to take careof possiblealiasing in the original
program, modi�cations to a �eld f of an object of type
T causesnondeterministic valuesto be assignedto the
�eld f of all objects of type T. The � function is not
applied to expressionssince they are assumedto have
no side e�ects.

In order to abstract a procedurep, i.e. to determine
what memory locations it may mutate, all of its callees
should be abstracted �rst. Thus, proceduresshould be
abstracted in a certain order. We compute the order by
constructing the call graph g of the initial procedure.
Since the program is �nitized, g is an acyclic directed
graph (DAG). Therefore, we can computea topological
sort[5] for g that is an ordering l over all proceduresso
that all calleesof a procedure p precedep in l . The
proceduresare therefore abstracted in the order they
appear in l .

After computing initial speci�cations, an abstract
program is generatedfrom the original program by an-
notating all procedurecalls with their computed spec-
i�cations. The closetransformation is then applied to
the generatedprogram to make all procedurecalls ab-
stracted.

4.2. Validity Check

A counterexample found in an abstract program is
an abstract trace that should be checked for validit y in
the original program. Since the only abstracted state-
ments are procedure calls, the only state transitions
that may be invalid in an abstract trace are those cor-
responding to call points. As our abstraction is based
on the procedurecall hierarchy of the code, the check
for validit y is also done hierarchically. A procedure q
called within a procedurep is checked for validit y only
after the validit y of the state transition assignedby the
abstract trace to p has beenvalidated.

Figure 8 showshow the validit y of an abstract trace t
is checked. The cpSet function takesan abstract trace

pro cedure validityCheck( t:AbsTrace):Witne ss{
callpoints = cpSet( t);
forall  2 callpoints {

p = s ;
pre = statet ( );
post = succt (pre);
d̂ = toConstraint( pre) ^ toConstraint( post);
p̂ = toConstraint( p);
solution = solve( p̂ ^ d̂);
if (solution ) f
t:concretize(  ; solution );
callpoints = callpoint [ cpSet( solution )

gelse return (  ; pre;post);
} return nul l ;

}

Figure 8. Validity Check Routine

and returns all of its call points as a set. For each
call point  in t, the open transformation is applied to
the abstract program to get the body of the procedure
p called at  . It should be noted that all procedures
called within p are still abstracted due to the semantics
of the open transformation.

Variables pre and post denote the states of the pro-
gram before and after the procedurep is called in the
trace t. These states are translated to sets of con-
straints constituting logical formulas. The conjunc-
tion of these formulas that encodes the data is rep-
resented by d̂. The procedurep is also translated into
logical constraints denoted by p̂. This translation is
semantics-preserving. However, since the calleesof p
are over-approximated, the generated formula is an
over-approximation of p.

A constraint solver is then used to �nd a satisfying
solution for p̂ ^ d̂, i.e. to determine whether executing
p in the assignedpre-state might result in the assigned
post-state. A solution denotesa trace t0 in p validating
the assignedstate transition. The abstract trace t is
then concretizedat the call point  by inlining t0. How-
ever, t0 may intro ducenew call points corresponding to
the procedurescalled in p. Since these call points are
abstract, the validit y of their state transitions in t0 will
be checked in the next iterations of the loop in the va-
lidit y check routine. Although the exact order in which
call points are checked may a�ect the performance of
the analysis, it does not a�ect the correctnessof the
method as long as all call points are checked.

If no satisfying solution exists for the formula p̂ ^ d̂
at a call point  , it meansthat executingthe procedure
p in the pre-state can not result in the given post-state.
In this case,the triple of ( ; pre;post) is returned by
the routine as an invalidit y witness. However, if the
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pro cedure SpecInference(  : CallPoint,
� ; � 0:ProgState): Spec {

p = s ;
d̂ = toConstraint( � ) ^ toConstraint( � 0);
p̂ = toConstraint( p);
ĉ = invalidityProof( p̂ ^ d̂);
return (conj( set(ĉ) � set(d̂)));

}

Figure 9. Spec Inference Routine

state transitions corresponding to all call points are
valid, no invalidit y witness is returned and the trace t
is a feasiblecounterexample.

4.3. Speci�cation Infer ence

Given an invalidit y witness( ; � ; � 0), a more precise
speci�cation is generatedfor the procedurep called at
 that rules out the given invalid state transition. Fig-
ure 9 shows the speci�cation inference routine. The
pre-state � and the post-state � 0 of p are translated
into logical formulas whoseconjunction is denoted by
d̂. The body of p is also translated into a semantics-
preserving logical formula p̂.

Since the formula p̂ ^ d̂ is unsatis�able, a con-
straint solver capable of generating proofs is used to
�nd a proof of invalidit y, namely ĉ. The proof of inva-
lidit y for a formula f givesa subsetof the constraints
in f that are inconsistent. Thus, ĉ encodes the reason
that the given state transition is not valid. However, ĉ
can not be used as a speci�cation becauseit is unsat-
is�able; using it in the analysiscausesany assertionto
be vacuously true. In order to get the speci�cation, we
needto extract a valid tautology from ĉ.

The translation of a program state or a procedure
to constraints, i.e. the toConstraint function, gener-
ates a formula that is a conjunction of a set of con-
straints. The operator set(f ) breaks any such formula
f into its constituting set of constraints. That is, if
f = c1 ^ c2 ^ : : : ^ cn , then set(f ) = f c1; c2; : : : ; cn g.
The operator conj (C) does the reverse, i.e. takes a
set of constraints and returns their conjunction as a
logical formula. Thus, if C = f c1; c2; : : : ; cn g, then
conj (C) = c1 ^ c2 ^ : : : ^ cn .

Sinceĉ is an invalidit y proof for p̂^ d̂, by de�nition,
set(ĉ) � set(p̂ ^ d̂) and ĉ is unsatis�able. However,
p̂ is satis�able becauseany execution of the procedure
p is a solution to p̂. Furthermore, d̂ is also satis�able
becauseits constraints are all disjoint, i.e. each one
de�nes the value of one variable. Therefore, ĉ must
include constraints of both p̂ and d̂. That is, ĉ = q̂ ^ r̂
where set(q̂) � set(p̂) and set(r̂ ) � set(d̂).

The subformula q̂ denotesa sequenceof statements
in p that shows the valuesde�ned in r̂ do not indicate
a valid state transition. Since set(q̂) � set(p̂), q̂ is
satis�able and is used as a speci�cation. It can be
extracted by comparing ĉ against d̂, i.e.

q̂ = conj (set(q̂ ^ r̂ ) � set(d̂)) = conj (set(ĉ) � set(d̂))
The subformula q̂ rules out the given invalid state

transition and is returned by the speci�cation infer-
enceroutine to be mergedwith the old speci�cation of
p. The speci�cation generated in this way is context-
dependent, i.e. it only encodesthoseparts of p that are
relevant to the found counterexample. The rest of the
procedureis still abstracted and, therefore, new frame
conditions are computed for it.

5. Implemen tation

In this section we explain our particular instantia-
tion of the proposedframework.

Inputs: We assumethat the input program is in
Java. It is automatically �nitized by unrolling the loops
and bounding the depth of recursive calls to somecer-
tain number provided by the user. Our speci�cation
language is Alloy[14] which is a �rst order relational
logic that provides transitiv e closure operators, mak-
ing it well suited for expressingstructural properties.

Abstraction: In this phase, an Alloy speci�cation
is inferred for each procedure call. Since Alloy is a
declarative languagewith no mutations, variables and
�elds are renamedwhenever their valuesare updated.
This technique was previously used in Jalloy[15].

Translation: In this phase, the abstract program,
which is a combination of Java statements and Alloy
formulas, is converted into a boolean formula. This
is done in two steps: (1) The Java parts are trans-
lated into Alloy as explained in detail elsewhere[21].
In this translation, each control point in the Java pro-
gram is encoded as a boolean Alloy variable. Java ob-
jects are encoded as Alloy variables and Java �elds are
encoded as Alloy relations. (2) The generated Alloy
formula is then conjoined with the Alloy parts of the
abstract program and is converted into a boolean for-
mula using the Alloy compiler[13]. This translation is
sound. However, since �rst order logic is undecidable,
the translation is donein a �nite scope{ a user-provided
�nite bound on the number of objects in the heap. The
translation is complete within the given scope.

Solving: The Alloy assertion provided by the user
is negated and converted to a boolean formula, again
using the Alloy compiler. It is then conjoined with
the formula encoding the abstract program. Any SAT
solver can be usedas a constraint solver to �nd a sat-
isfying solution for this formula. We useZCha�[17 ] in
our implementation. A solution is an assignment of
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truth values to all boolean variables in the formula so
that the whole formula becomestrue. The control 
o w
variables assignedthe value tr ue represent an abstract
trace. Valuesof variablesand relations in each state of
the program can be inferred from the solution.

Validity Check: In order to check the validit y of an
abstract trace, again we useZCha� since it is capable
of generating a proof of unsatis�abilit y called an un-
sat core[22]. To check the validit y of a state transition
at a call point, the boolean values representing those
states are conjoined with the translation of the body
of the corresponding procedure. If the resulting for-
mula is satis�able, an execution of the procedure can
be extracted from the solution asin the previousphase.

Spec Inference: If no solution is found during the
validit y check of a procedure,ZCha� generatesan un-
sat core. The input of ZCha� is a boolean formula in
conjunctive normal form (CNF). A CNF formula is a
conjunction of a set of clausesthat are disjunctions of
someliterals. An unsat core is also in CNF format. It
givesan unsatis�able subsetof the clausesin the input
formula. The clausesthat encode program statements
in the unsat core are extracted by comparing the un-
sat coreagainst the CNF formula encoding the pre and
post states as explained before. These clausesform a
CNF formula that is then translated back to Alloy us-
ing a technique described in a previous paper[19]. The
resulting Alloy formula is a new speci�cation that is
conjoined with the previous speci�cation of the proce-
dure to constitute a more detailed speci�cation.

6. Exp erimen ts

We applied our method to check some properties
of the code given in Figure 10. The code is inspired
by our own implementation of the framework and has
extensive structural manipulations.

The code de�nes two linked lists, NodeList and
EdgeList , as subclassesof the data type List . Their
main function is removeAll which removesall the el-
ements of the given list from the receiver object. A
directed Graph structure is de�ned using lists of nodes
and edges.The setsof incoming and outgoing edgesof
each node are represented by inEdges and outEdges
�elds in NodeListElem. In the remove function of the
Graph class,the given list of nodesis deleted from the
graph by removing it from the nodes list and removing
all of the edgesadjacent to any of thosenodesfrom the
edges list.

Figure 11 shows someof the properties checked in
this code, expressedin Alloy. In these properties, a
primed �eld givesthe value of the �eld after the func-
tion is executed whereas an unprimed one gives the

class ListElem {
int id;
ListElem next; }

class List {
ListElem first;

void removeAll(List l) {
ListElem e1 = first;
ListElem prev = null;
while (e1 != null) {

int id = e1.id;
if (l != null && l.contains(id)) {

if (prev != null)
prev.next = e1.next;

else
first = e1.next;

} else
prev = e1;

e1 = e1.next;
}}

boolean contains(int id) {
ListElem e = first;
while (e != null) {

if (e.id == id)
return true;

e = e.next;
} return false;

}}
class EdgeListElem extends ListElem {

EdgeListElem next; }
class NodeListElem extends ListElem {

EdgeList outEdges;
EdgeList inEdges;
NodeListElem next; }

class EdgeList extends List {
EdgeListElem first; }

class NodeList extends List {
NodeListElem first; }

public class Graph {
EdgeList edges;
NodeList nodes;

void remove(NodeList nl) {
NodeList nds = nodes;
nds.removeAll(nl);
NodeListElem n = nl.first;
EdgeList el = edges;
while (n != null) {

EdgeList e = n.outEdges;
el.removeAll(e);
e = n.inEdges;
el.removeAll(e);
n = n.next;

}
}}

Figure 10. Graph Manipulation Code
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/** subset: List.RemoveAll **/
this.first'.*next' in this.first.*next
/** sameEdges: Graph.remove **/
no nl.first =>

edges.first'.*next' = edges.first.*next
/** sameNodes: Graph.remove **/
no nl.first =>

nodes.first'.*next' = nodes.first.*next

Figure 11. Graph Manipulation Proper ties

value before the execution. The * sign in Alloy de-
notes the re
exiv e transitiv e closure, i.e. it gives all
the valuesreachable by traversing the �eld following it
zero or more times. Furthermore, this stands for the
receiver object of a function.

The subset property is a speci�cation for the
List.RemoveAll function. The property assertsthat
the elements of a list after the execution of this
function are a subset of its elements before the ex-
ecution. In other words, the removeAll function
does not add new objects to the receiver list. The
sameEdgesand sameNodesproperties are assertionsfor
the Graph.remove function. They claim that if the in-
put list of nodesis empty, the graph's lists of edgesand
nodesdo not changeby executing this function.

We compareour method with a static bug detector,
Jalloy[15], since it is also based on SAT solvers and
targets structural properties of Java code. The trans-
lation method used in Jalloy is identical to ours. Fur-
thermore, wetailored Jalloy to usethe sameSAT solver
as we do, i.e. ZCha�. However, Jalloy inlines all pro-
cedurecalls to avoid user-provided speci�cations. This
comparison therefore, shows the improvements gained
by the procedureabstraction idea.

Table 1 givesthe results of checking the above prop-
erties. They all hold in the given code. LoopUnroll
and Scope respectively show the number of times the
loops are unwound and the number of objects of each
type consideredin the analyses. The number of vari-
ablesand clausesgiven for Jalloy denotethe sizeof the
generated boolean formula in CNF format; the time
column gives the analysis time. The number of vari-
ables and clausesfor our method correspond to the
largest boolean formula checked, i.e. the formula con-
structed after the last re�nement. The time column
gives the total analysis time including all re�nements.
The number of iterations shows how many re�nements
are neededto check each property.

The results show that to check the �rst two as-
sertions, the initial speci�cations that only preserve
the frame conditions are su�cien t; no further re�ne-
ments are needed. Jalloy spends considerabletime on

translating the whole code into a boolean formula al-
though only a small portion of code is involved in each
of these properties. Consequently , the formula gener-
ated by Jalloy is too large to be handled by the SAT
solver. Theseexperiments show that our method con-
siderably improves the analysis time, even when some
re�nements are needed,by translating only the parts
of the code that are necessaryfor the analysis. In this
way both the translation time is reducedand a smaller
boolean formula is generatedthat can be solved faster.

7. Related Work

Our method is inspired by previous work [15] and
[20] that translate a program to a boolean formula
and use a SAT solver to check a property in a �nite
scope. However, they inline all called proceduresthat
are not annotated with user-provided speci�cations.
This severely limits their scalability asour experiments
indicate.

The software model checkers SLAM[1] and
BLAST[12] over-approximate the code using predicate
abstraction[10]. An abstraction is re�ned by automat-
ically inferring new predicates. They target temporal
safety properties, and in general are not capable of
checking the kind of structural properties that we
do. MAGIC[2] is also basedon predicate abstraction,
but it uses a SAT solver to verify a user-provided
speci�cation in C code. However, if the user does
not provide speci�cations for the called procedures,
MAGIC will inline all procedurecalls.

ESC/Java[9] usesa theorem prover to check proper-
ties of code relying on user-provided function speci�ca-
tions. An extensionof ESC is proposedby Flanagan[7].
His method checks code properties via translation to a
constraint logic (CLP)[16] and checking the satis�abil-
it y of the generatedformula. It di�ers from our method
in that it �rst translates the whole code into CLP and
then checks for satis�abilit y iterativ ely basedon pred-
icate abstraction. We believe that our analysis frame-
work can be used with CLP and a proof-generating
decisionprocedureor a theorem prover like Verifun[8].

Bandera[4] analyzesJava code by extracting a �nite
state model of code,usingslicing, which canbemapped
into several model checkers and theorem provers. Un-
like our method, it supports user-provided data ab-
stractions that may also yield falsealarms.

Dynamic slicing (e.g. [23]) extracts the statements
contributing to the value of a variable at somepoint in
a given execution of a program. Our speci�cation in-
ferencemethod is similar in that it extracts the state-
ments relevant to the input and output valuesassigned
to a procedure. However, since the execution path is
not known, dynamic slicing can not be applied.
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Table 1. Experiment Results
Jalloy Our Method

Assertion LoopUnroll Scope Variables Clauses Time (sec) Variables Clauses Time (sec) #iter
subset 4 4 8216 18124 15 4928 10260 9 0

5 5 14555 34704 162 8611 19002 98
6 4 13554 30555 40 6702 14013 12
6 5 18137 43760 234 9857 21776 83

sameEdges 3 3 27112 56241 61 3284 6589 5 0
4 4 66566 151323 164 6187 13507 8
4 5 87710 214959 206 9524 23383 27
5 4 � � > 900 6807 14794 8
5 5 � � > 900 10346 25263 36
6 4 � � > 900 7499 16207 9

sameNodes 3 3 27147 56298 44 5927 11652 7 3
4 4 66661 151489 123 11057 23450 13
4 5 87803 215129 224 15682 36890 107
5 4 108016 246914 359 13075 27446 17
5 5 141087 347466 586 18549 42948 191

Shape analysis algorithms[18] can check properties
about the structure of the heap. Parametric shape
analysis[18] uses a 3-valued logic to represent shape
graphs and can prove properties without bounds, but
it may generatefalse alarms. It also requires the user
to specify how each statement a�ects each predicate of
interest. Our method, in contrast, doesnot require any
user-provided annotations and does not give spurious
counterexamples. However, the absenceof a counterex-
ample doesnot constitute proof.

Speci�cation extraction is itself not new. Daikon[6]
and DIDUCE[11], for example,detect invariants about
programs. Unlike our static speci�cation inference
method, both of these tools detect invariants dynam-
ically, i.e. by running the code. However, we do not
generategeneral speci�cations. Our speci�cations are
context-dependent, i.e. based on the property to be
checked and on the context in which proceduresare
called. Furthermore, our speci�cations are only aspre-
cise as they need to be for the veri�cation of their
callers.

8. Conclusions

In this paper we proposeda framework to statically
check a user-provided property in code. We speci�cally
target the properties that constrain the structure of the
objects in the heap. The framework exploits the modu-
lar structure of the program and is basedon constraint
solving. We start with a rough over-approximate spec-
i�cation for each procedure and re�ne it on-demand.
While our method is capableof automatically inferring
context-dependent speci�cations for procedurecalls, it

can still bene�t from user-provided speci�cations, if
available, to reducethe analysis time.

We alsoexplained our implementation of the frame-
work. We target Java programs and use Alloy as an
intermediate languageto translate Java to booleancon-
straints. A SAT solver is used to check the prop-
erty. Speci�cation inferenceis basedon the unsat core
generatedby the SAT solver. Our experiments show
that procedureabstraction canconsiderablyreducethe
analysis time by analyzing only the parts of the code
that are actually neededto check a property. More ex-
periments has yet to be done to evaluate this idea in
larger code.

Our current implementation checks the validit y of
the procedure calls in a given trace in the depth �rst
traversalorder of the call graph of the program. Other
orders such as breadth �rst, are possible. More exper-
iments will be done to compare these methods. Fur-
thermore, our initial abstraction currently infers initial
speci�cations that only preserve the frame conditions
of the procedures. A more preciseinitial speci�cation
can reduce the number of re�nements needed. Tech-
niques to obtain such speci�cations will be studied in
future.
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